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**** Begin changes ****

G.x
llustration of a protected N32 message transfer between two SEPPs

The following figure depicts how the original HTTP request message is transformed into a protected N32 message as it traverses from an AMF in the visited network via the cSEPP at the edge of the visited network and over the N32 interface with one IPX provider that modifies IE4 in the message. The receiving SEPP (pSEPP) in the home network verifies the received message, and reassembles the HTTP request message with the modified IE4, before forwarding it to the AUSF.
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{

“Authenticated” : {

“clearTextBlock” : {

“Request_Line” : {

“Method” : {},

“Scheme” : {},    

“Authority” : (},

“Path” : {},

“Query&Fragment” : {},

“Protocol version” : {}  

},

“HTTP_Headers” : {

“Hdr1”: {},

“Hdr2”:{“encBlockIdx”: 0}

},

“Payload” : {

“IE1” :{},

“IE2” :{“encBlockIdx”: 1},

“IE3” :{},

“IE4” :{}

}

},  

“encryptedBlock” : [

Hdr2,

IE2

],

“MetaData” : {

“Request_Id” : {},

“NextHop_Id” : {}

}

}

“modificationsBlock” : {

“Mod_chain”:[origObject]

}

}
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“Payload” : {
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“encryptedBlock” : [

Hdr2,
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],

“MetaData” : {

“Request_Id” : {},

“NextHop_Id” : {}

}

}

“modificationsBlock” : {

“Mod_chain”:[origObject,

patch_cIPX]

}

}


Figure G.x-1 End to End N32 Message transfer between two SEPPs with modification by cIPX
Step 1) Initial message from AMF in one network to AUSF in another network.
In the received message, the policy in cSEPP which determines the protection policy for this message indicates the following:

-
HTTP Header 1, and IE2 need e2e encryption

-
IE4 is a modifiable attribute with authorization to cIPX


-
Rest of the attributes require e2e integrity protection only
Step 2) The cSEPP generates a N32 Message payload as follows:

-
cleartextBlock contains the original message reformatted as a JSON objectipBlock JSON object is 


integrity protected


-
encryptedBlock is an array that contains attribute values that require encryption.


-
metaData contains cSEPP generated information including Request_Id, nextHop Id etc. Request_Id 

uniquely identifies the received HTTP message


-
modificationsBlock with the Mod_chain array containing the “originalObject” generated by cSEPP.

The generated N32 Message payload is inserted into a SEPP to SEPP HTTP Message and sent over the 
N32 Interface.
Step 3) cIPX updates IE4



-
cIPX creates patch_cIPX object for its update and appends it to Mod_chain.

Step 4) pSEPP reassembles the message and sends it to AUSF
· The receiving SEPP verifies integrity of the clearTextBlock
· It decrypts the contents in encryptedBlock and places the decrypted values back into the clearTextBlock.
· It verifies the update from pIPX and updates the original value in the clearTextBlock
· It reassembles the complete HTTP message from the updated clearTextBlock
· It forwards the message to the target Network function (AUSF)
*** End of  changes ***
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