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1. Introduction

As part of the LTKUP procedures, some solutions may require user interaction.  If the user does not understand this interaction, then they could prevent the LTKUP procedures for happening.  This could also cause concern with the user and result in customer care calls.
2. Text proposal
~ ~ ~ Start of first text proposal ~ ~ ~
7.x
Key Issue x: Loss of Synchronisation of long term keys
7.x.1
Issue description
When updating the Long Term keys in the USIM and the network, if there is user interaction required that is unexpected by the user or by an application in the case of IoT devices, then the user may cancel the update and the LTKUP procedures may not be able to complete.
7.x.2
Threat Description
The Long Term Keys may not be able to be updated if there is unexpected user interaction as part of the LTKUP process.  This potentially means that that users calls and data may be eavesdropped over an extended period.  If large scale leakage of K has occurred, then large scale eavesdropping may be possible.

7.x.3
Security requirements
Where LTKUP procedures require the user to confirm an action, there shall be a means to explain in the users preferred language, why the user should accept the LTKUP update.
LTKUP procedures targeted at IoT devices shall not require user interaction to complete.
~ ~ ~ End of first text proposal ~ ~ ~
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