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1. Introduction

Key Issues 1 and 2 cover the case when the individual subscription key K of one or more subscriptions leaks to an attacker, and describes requirements on a mechanism to replace a (leaked) key with a new one.  But the operator will not always know if a key K has leaked to an attacker: if the attacker only uses the key to carry out passive eavesdropping attacks, then there will no straightforward means for the operator to detect the leakage and exploit.
A Long Term Key Update Procedure may therefore be used not only to replace a key when it is known to have leaked, but also to reduce the risk that a leaked key will be in use at all.  This introduces some security requirements that are slightly different from those arising from Key Issues 1 and 2.
The text below is all new, and so is shown without change marks, for ease of reading.
2. Text proposal
~ ~ ~ Start of first text proposal ~ ~ ~
7.x
Key Issue x: undetected leakage of K
7.x.1
Issue description
This key issue addresses the use of LTKUP procedures to mitigate an undetected attack.
7.x.2
Threat Description
It is possible for an attacker to steal the long term keys without the Home Network operator knowing this has occured.  

An attacker who knows the K for a specific subscriber may be able to decrypt encrypted communications that are taking place or were pre-recorded, in a passive and generally undetectable way.  However, for these attacks to succeed, the attacker would also need to know (or be able to guess) other parameters such as OP/OPc or TOP/TOPc.

For a customer, the consequences are that their calls and data may be eavesdropped over an extended period.  If large scale leakage of K has occurred, then large scale eavesdropping may be possible.
There are occasions when the operator cannot detect that leakage has occurred, and thus has no reason to update or replace any particular UICC.  
Using the LTKUP procedures pre-emptively may mitigate this type of attack.

7.x.3
Security requirements
The network operator shall be able to trigger the LTKUP procedure without detecting a security compromise.

The LTKUP method shall reduce the risk of compromise from one or more of the following mechanisms:

a)
a security compromise at the factory (SIM vendor or subscription manager) where K is generated.

b)
a security compromise of the communication channel over which K is transported from SIM vendor or subscription manager to network operator.

c)
a compromise of the mobile operators’ equipment or software.

d)
an insider attack on the key store at a network operator or SIM vendor.

e)
a local attack (e.g. side channel) on the SIM card in the supply chain.

f)
a local attack (e.g. side channel) on the SIM card while temporarily "borrowed" from the customer.

g)
by accident due to misconfiguration in the mobile operator network.

~ ~ ~ End of first text proposal ~ ~ ~
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