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1. Introduction

When updating the Long Term keys, losing synchronisation of the keys between the HSS and the USIM will prevent the user from accessing all telecom services (except emergency calls).
This key issue addresses this point.
2. Text proposal
~ ~ ~ Start of first text proposal ~ ~ ~
7.x
Key Issue x: Loss of Synchronisation of long term keys
7.x.1
Issue description
When updating the Long Term keys in the USIM and the network, if there is:

- an error in the process 
- loss of network coverage
- an attack that prevents the re-synchronisation process from completing correctly

it may be possible for the Long Term Key stored in the USIM to be different to the Long Term Key stored in the Network.
This lack of synchronisation between the Long Term Keys will prevent the user from using all telecoms service (except emergency calls) and will also potentially prevent the re- synchronisation of the Long Term Keys making the USIM unusable.
7.x.2
Threat Description
Due to either:

- An error in the implementation of the LTKUP procedures


- Loss of network coverage


- The LTKUP procedures being re-run before the previous LTKUP procedure completes


- An attack on the LTKUP procedure that corrupts the LTKUP process.

The USIM and the Network version of the same Long Term Key may be different.

If this occurs, then the user is unlikely to get any network service (other than emergency calls) and may have no way to remedy the situation without replacing the USIM.

7.x.3
Security requirements
The LTKUP procedure shall mitigate against loss of telecoms service due to corruption of the LTKUP process.

The LTKUP process shall mitigate against loss of telecoms service due to the LTKUP procedures being run several times in parallel.

The LTKUP process shall be tolerant to losses of network service during the LTKUP process.

The LTKUP process shall have mechanisms to recover to a known good state if the LTKUP process fails.
~ ~ ~ End of first text proposal ~ ~ ~
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