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1. Overall Description:

SA3 thanks RAN2 for their LS on integrity protection (IP) for DRBs in Standalone NR. SA3 discussed the questions and has the understanding that DRB IP failure may be caused e.g. by a man in the middle attack or by radio conditions causing false positive CRCs and could affect many subsequent PDCP packets. Even the UE would be reporting an IP failure to the network, the problem that leads to the IP failure, e.g. UE radio conditions, is probably difficult to solve by the network. If the reason is due to false positive CRC, then the network would experience IP failures as well for the UL packets. If the reason is a man in the middle attack in DL direction only, then the UE shall discard the packets that failed the IP-check.
RAN2 Question 1: Whether SA3  has a requirement for the UE reporting to the network when DRB integrity verification check failures are detected?  

SA3 Answer 1: SA3 has no requirement for the UE to report DRB IP verification failures.

2. Actions:

To RAN2 group.

ACTION: 
SA3 asks RAN2 group to take above information into account. 
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