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1
Decision/action requested

SA3 to discuss on the details provided and consider it in the reply LS to RAN2 on reporting Integrity check failure for DRB to network.
2
Introduction
RAN2 in their LS on reporting Integrity check failure for DRB to networks (S3-181619), requested SA3 to answer the following questions:

Question 1: Whether SA3  has a requirement for the UE reporting to the network when DRB integrity verification check failures are detected?  

Question 2: If the answer to question 1 is yes, then what are the requirements in terms of when (i.e., after how many failures and how often to send it) and what is to be included in this report?

This contribution would like to provide the following views.

Considering the LTE networks, it is noted in TS 33.401, that upon detection of a failed RRC integrity check, the UE shall trigger a recovery procedure, as priority was given to a procedure allowing recovery from the deadlock caused by a context mismatch. Excerpt from TS 33.401:
NOTE: 
This text does not imply that the concerned message is silently discarded. In fact, TS 36.331 [21] specifies that the UE shall trigger a recovery procedure upon detection of a failed RRC integrity check. When the cause for integrity protection failure is not a context mismatch, such as a key or HFN mismatch, the run of a recovery procedure unnecessarily adds load to the system. However, in the absence of a means for the UE to reliably detect the cause of an integrity protection failure and the fact that the only identified consequence of an active attack is limited to non-persistent DoS effects, priority was given to a procedure allowing recovery from the deadlock caused by a context mismatch.

and for the case of RN, handling of UP integrity check failures by an RN is an implementation issue. Excerpt from TS 33.401: 
NOTE:
The handling of UP integrity check failures by an RN is an implementation issue. TS 36.323 [12] intentionally does not mandate any action for a failed integrity check (not even sending an indication of failure to higher layers). Consequently, depending on the implementation, the message failing integrity check is, or is not, silently discarded. This is in contrast to the handling of a failed RRC integrity check by a UE, cf. the NOTE in clause 7.4.1 of the present document. 

Considering the 5GS, the selective integrity protection of the user plane traffic is introduced for the use case where data throughput is low and enabled for all DRBs within a PDU session in the NR for protection of the sensitive data. In our view, as there is no means for the UE to reliably detect the cause of an integrity protection failure, therefore the handling of the integrity protection failure for RRC signalling and the UP traffic should be the same (i.e, allowing recovery from the deadlock caused by a context mismatch). Integrity protection failure of the UP traffic in 5G should not be considered as an implementation issue, as in the LTE RN scenario. In case of LTE RN scenario, both the RN and the DeNB are under the control of the operator and can have nonstandard triggers and mechanisms to handle it. Therefore, UE requires reporting to the network, when the DRB integrity verification check failures are detected, so that network triggers recovery procedure appropriately or the UE requires to perform standardized recovery procedure (to be defined by RAN2).

Considering the volume of the traffic in the UP compare to the RRC signalling, we would prefer the network configures the value of [N] to the UE. Upon detecting network configured [N] consecutive IP check failures for a DRB, the UE sends the report to the gNB or performs standardized recovery procedure (to be defined by RAN2). In case of reporting, the report from the UE includes the DRB ID and may include the PDU session ID.   
3
Conclusion
SA3 is requested to reply to the RAN2 LS on “reporting Integrity check failure for DRB to network” as follows:

Answer to question 1: The handling of the integrity protection failure for RRC signalling and the UP traffic should be at the same level (i.e, allowing recovery from the deadlock caused by a context mismatch). Therefore, UE requires reporting to the network, when the DRB integrity verification check failures are detected, so that network triggers recovery procedure appropriately or the UE requires to perform standardized recovery procedure (to be defined by RAN2).
Answer to question 2: Considering the volume of the traffic in the UP compare to the RRC signalling, we would prefer the network configures the value of [N] to the UE. Upon detecting network configured [N] consecutive IP check failures for a DRB, the UE sends the report to the gNB. In case of reporting, the report from the UE includes the DRB ID and may include the PDU session ID.
