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1
Decision/action requested

SA3 to discuss on the identified security issue and consider it in the reply LS to RAN2 on security keys for generation of shortResumeMAC-I for UP EDT.
2
Introduction
RAN2 in their LS on security keys for generation of shortResumeMAC-I for UP EDT (S3-181615), requested SA3 to  provide responses to the below questions:
Questions: Does SA3 see any concern with using the old integrity keys (used in the last RRC connection as in legacy) or new integrity keys (generated using the NCC provided during release with ‘suspend’ of last RRC connection) to generate shortResumeMAC-I? Does SA3 have any preference regarding the use of old or new integrity keys to generate shortResumeMAC-I?

This contribution would like to provide the following analysis.

Deriving the keys (KgNB* and then KRRCInt) and verifying the short MAC-I using the derived keys, for every RRCResumeRequest message, will be an overhead in the last serving gNB and this could lead to DoS attack on the last serving gNB. So request SA3 to answer that, SA3 preference is to use of old integrity keys to generate the shortResumeMAC-I, as to avoid potential DoS attack on the last serving gNB.
Further, RAN2 to be clarified that, if new integrity keys are used, then SA3 would not allow using the same key in different physical end-points and if the physical end-point changes, then the key must change. This leads to two new keys derivations: 
1. The new is derived using the PCI and ARFCN-DL of the last serving gNB for the generation of the ShortResumeMAC-I. 
2. New KgNB* is derived using the PCI and ARFCN-DL of the new gNB (target gNB), to protect the consecutive messages.  
3
Conclusion
SA3 is requested to reply to the RAN2 LS on “security keys for generation of shortResumeMAC-I” as follows:

1. SA3 preference is to use of old integrity keys to generate the shortResumeMAC-I, as to avoid potential DoS attack on the last serving gNB. 
2. SA3 would like to point out that, SA3 shall not allow using the same key in different physical end-points and if the physical end-point changes, then the key must change. This leads to two new key derivations, a new KgNB* is derived using the PCI and ARFCN-DL of the last serving gNB for the generation of the ShortResumeMAC-I and another new KgNB* is derived using the PCI and ARFCN-DL of the new gNB (target gNB), to protect the consecutive messages. 
