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1
Decision/action requested

It is proposed that SA3 adds conclusions to the living document. 
2
References

[1]
S3-181503, Living Document: Security of PLMN/RAT selection policies for roaming. 
3
Rationale

The living document is missing the conclusions. To finalize the work in SA3, we propose the attached updates to the SA3 living document [1].  

4
Proposed changes to living doc S3-181503 
4 Conclusion
The following six solutions were presented in this living document: 

-
Solution #1: Delivering steering information during authentication procedure: the solution demonstrates that the steering information is sent during authentication, and protected using the AMF steering bit, and NIA/NEA algorithms. It was later agreed and recorded in clause 2 that the UE shall be authenticated before the steering information is delivered to the UE. 
-
Solution #2: OTA over dedicated pre-athentication bearer: the solution demonstrates that the steering information is sent using unsecured transport, and that the end-to-end protection is based on other means such as SMS-OTA or BIP-OTA. 
-
Solution #3: Protected UE configuration update commands: the solution demonstrates that the steering information is protected end-to-end between UE and HPLMN, and hop-by-hop between UE and VPLMN. The HPLMN may request an acknowledge from the UE. 
-
Solution #4: Key management via AUSF: the solution demonstrates how the AUSF publishes a new SBA based service to distribute keys that are derived from KAUSF. 
-
Solution #5: Steering of Roaming information protection via AUSF: the solution demonstrates how the AUSF publishes a new SBA based service for protecting the steering information. 
-
Solution #6: SoR using Registration Accept message during Initial Registration procedure: the solution demonstrates how the SoR information is protected using a MAC-S calculated from KAUSF. The MAC-S is calculated directly using KDF. 
NOTE: 
The stage-2 flows and architecture changed very late during the process which needs to be taken into account when designing the final solution. 

It is recommended that the normative work is based on the following principles: 
-
The high-level security requirements documented in clause 2 should apply. 
-
It is recommended that the steering information is integrity protected between the UE and HPLMN, and confidentiality protected with the normal NAS confidentiality protection mechanism between the UE and the VPLMN. 
-
The KAUSF should be used as the master key when SoR information is protected. 
-
Using KDF instead of NIA/NEA algorithms seems more appropriate from architectural point of view, e.g. AUSF does not support NIA/NEA but it supports KDF. KDF has been used for similar purposes e.g. in EPS, and ProSe. 
-
AUSF should protect the steering information. If the UDM protected the information, a new key distribution mechanism would be needed (as in solution 3), however, SA3 has already agreed to study such (GBA-like) solutions further in Rel-16. 

