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*************** Start of Change 1 ****************
This contribution does NO changes to CHANGE #1 in S3‑181517
*************** End of Change 1 ****************
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*************** End of Change 3 ****************
*************** Start of Change 4 ****************
This contribution does NO changes to CHANGE #4 in S3‑181517
*************** End of Change 4 ****************
*************** Start of Change 5 ****************
Editor's Note: The below clauses and subclauses are a place holder for the security functionality for MR-DC and are not final. Adding further sub-clauses or modifying the given clauses for any of the below clauses is possible as needed.
6.10.2 Security mechanisms
6.10.2.1 Addition or modification of Radio Bearers in Secondary Node



6.10.4
Security keys and algorithms
6.10.4.1
Derivation of SN security keys 
The UE and MN shall derive the security key <KSN> of the SN as defined in Annex <TBD> of the present specification.

The SN internal keys (i.e., SN integrity and ciphering keys) shall be derived from the <KSN> both at the SN and the UE using the negotiated security algorithms. If EPS security algorithms are negotiated, then the derivation shall be performed as defined in Annex A.7 of TS 33.401 [10]. If NR security algorithms are negotiated, then the derivation shall be performed as defined in Annex A.8 of the present specification.

Editor's Note: MR-DC with 5GC defined in TS 37.340 is not finalized yet. Currently, it is understood that NR PDCP is always used for DRBs irrespective of RAT type. It is also understood that NR PDCP is always used in SN irrespective of RAT type. Therefore, it is FFS if ng-eNB will use EPS or NR algorithms with NR PDCP.

Once all the SN internal keys have been derived from the KSN, the SN and UE may delete the KSN.
6.10.4.2
Negotiation of security algorithms
The negotiation of security algorithms to be used between the UE and the SN is defined in Clause 6.10.2.1 for SN Addition/Modification procedure initiated by the MN, and in Clause 6.10.2.2 for SN Modification procedure initiated by the SN. The security algorithms that the UE uses with the MN may be the same or different from the algorithms that the UE uses with the SN. 
6.10.4.3
<KSN> update
The MN initiated <KSN> update is done by using the SN Modification procedure as defined in Clause 6.10.2.1. The MN shall maintain the <SN Counter> as defined in Clause 6.10.5.2. When the MN re-keys its currently active AS security context, the MN shall update any <KSN> at the SN. 

The SN initiated <KSN> update is done by using the SN Modification procedure as defined in Clause 6.10.2.2. The SN shall initiate <KSN> update when uplink or downlink PDCP COUNTs are about to wrap around for any of the SRBs or DRBs between the UE and SN.

To start using the updated <KSN>, the UE and the SN shall re-calculate the SN internal keys from the updated <KSN>.

*************** End of Change 5 ****************
�These were modified accorindly by another contribution. Therefore, they are left untouched here.





