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1
Decision/action requested

Move Annex F.4 as an independent annex. 
This document can be merged with S3-181518 if the changes are agreed. 
2
References

N/A 
3
Rationale

Derivation of HASHAMF and HASHUE are defined by mistake in Annex F.4. Annex F is the 3GPP 5G profile for EAP-AKA'. The hash functions should be defined in a separate annex as in TS 33.401. 
4
Detailed proposal

It is proposed to move Annex F.4 as a new independent Annex, and to add similar introduction clause than what is used in TS 33.401. 
**** START OF CHANGES S3-181518 ****

6.7.2
NAS security mode command procedure

The NAS SMC shown in Figure 6.7.2-1 shall be used to establish NAS Security context between the UE and the AMF. This procedure consists of a roundtrip of messages between the AMF and the UE. The AMF sends the NAS Security Mode Command message to the UE and the UE replies with the NAS Security Mode Complete message. 

NOTE 1:
The NAS SMC procedure is designed such that it protects the Registration Request against a man-in-the-middle attack where the attacker modifies the IEs containing the UE security capabilities provided by the UE in the Registration Request. It works as follows: if the method completes successfully, the UE is attached to the network knowing that no bidding down attack has happened. In case a bidding down attack was attempted, the verification of the NAS SMC will fail and the UE replies with a reject message meaning that the UE will not attach to the network.
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Figure 6.7.2-1: NAS Security Mode Command procedure
1a.
The AMF activates the NAS integrity protection before sending the NAS Security Mode Command message.

1b.
The AMF sends the NAS Security Mode Command message to the UE. The NAS Security Mode Command message shall contain: the replayed UE security capabilities, the selected NAS algorithms, and the ngKSI for identifying the KAMF. The NAS Security Mode Command message may contain: horizontal derivation parameter, HASHAMF, Anti-Bidding down Between Architectures (ABBA) parameter. In the case of horizontal derivation of KAMF during mobility registration update or during multiple registration in same PLMN, horizontal derivation parameter shall be included in the NAS Security Mode Command message as described in clause 6.9.3.
The inclusion of HASHAMF is described in clause 6.4.6. The AMF shall calculate a HASHAMF as described in Annex X.2. 

. 
The ABBA parameter is included in the derivation of a KAMF from the KSEAF by the SEAF as described in Annex A.7. In case the NAS Security Mode procedure is taking a KAMF derived from a KSEAF into use, the AMF shall include the ABBA parameter into the NAS Security Mode command.  

NOTE 2: The ABBA parameter is included to enable the bidding down protection of security features that may be introduced later. Its value is set to all zero.
In case the network supports interworking using the N26 interface between MME and AMF, the AMF shall also include the selected EPS NAS algorithms (defined in Annex B of TS 33.401 [10]) to be used after mobility to EPS in the NAS Security Mode Command message (see clause 8.5.2). The UE shall store the algorithms for use after mobility to EPS using the N26 interface between MME and AMF. The AMF shall store the selected EPS algorithms in the UE security context.
This message shall be integrity protected (but not ciphered) with NAS integrity key derived from the KAMF indicated by the ngKSI in the NAS Security Mode Command message.
1c. The AMF activates NAS uplink deciphering after sending the NAS Security Mode Command message.
2a. The UE shall verify the NAS Security Mode Command message. This includes checking that the UE security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on the KAMF indicated by the ngKSI. 

In case the NAS Security Mode Command message includes a HASHAMF, the UE shall calculate HASHUE from the entire unprotected Registration Request message that it has sent and compare it against HASHAMF. The UE shall calculate HASHUE as described in Annex X.2.
The UE may calculate the HASHUE after it sends the Registration Request and before it receives the NAS Security Mode Command message. Alternatively, the UE may calculate the HASHUE after successfully verifying a NAS Security Mode Command message that includes a HASHAMF. If the NAS Security Mode Command message contains an ABBA parameter, then the UE shall derive a new KAMF from the KSEAF as described in Annex A.7.

In case the NAS Security Mode Command message includes a horizontal derivation parameter, the UE shall derive a new KAMF as described in Annex A.13 and set the NAS COUNTs to zero.
In case the NAS Security Mode Command message includes an ABBA parameter, the UE shall derive a new KAMF as described in Annex A.7.
If the verification of the integrity of the NAS Security Mode Command message is successful, the UE shall start NAS integrity protection and ciphering/deciphering with the security context indicated by the ngKSI.

2b. The UE sends the NAS Security Mode Complete message to the AMF ciphered and integrity protected. The NAS Security Mode Complete message shall include PEI in case AMF requested it in the NAS Security Mode Command message. The handling of HASHAMF is described in clause 6.4.. The AMF shall set the NAS COUNTs to zero if horizontal derivation of KAMF is performed.

If the verification of the NAS Security Mode Command message is not successful in the UE, it shall reply with a NAS Security Mode Reject message (see TS 24.501 [35]). The NAS Security Mode Reject message and all subsequent NAS messages shall be protected with the previous, if any, 5G NAS security context, i.e., the 5G NAS security context used prior to the failed NAS Security Mode Command message. If no 5G NAS security context existed prior to the NAS Security Mode Command message, the NAS Security Mode Reject message shall remain unprotected.
NOTE 2:
A failed hash comparison does not affect the security establishment as the UE has still checked the UE security capabilities the AMF sent in the NAS Security Mode Command message.

The AMF shall de-cipher and check the integrity protection on the NAS Security Mode Complete message using the key and algorithm indicated in the NAS Security Mode Command message. NAS downlink ciphering at the AMF with this security context shall start after receiving the NAS Security Mode Complete message. If the AMF has sent HASHAMF in 1b, the AMF shall perform as described in clause 6.4.6

1d. The AMF activates NAS downlink de-ciphering.
NOTE 3:
If the uplink NAS COUNT will wrap around by sending the NAS Security Mode Reject message, the UE releases the NAS connection instead of sending the NAS Security Mode Reject message. 

**** NEXT CHANGE (NEW CHANGE) ****

F.4
Void





**** NEXT CHANGE (NEW CHANGE) ****

Annex X (normative):
Hash functions
X.1
General 
This Annex describes how to form the inputs of non-keyed hash calculations using the KDF described in TS 33.220 [28]. 
X.2
HASHAMF and HASHUE 

When the AMF and UE shall derive HASHAMF and HASHUE respectively using the following parameters as input to the KDF given in TS 33.220 [28].

-
S = Unprotected Registration Request message,

NOTE: The order of packing the input, S, to hash algorithm is the same as the order of packing the UL NAS message to the AMF.

-
Key = 256-bit string of all 0s

HASHAMF or HASHUE are the 64 least significant bits of the 256 bits of the KDF output.

**** END OF CHANGES ****
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