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Decision/action requested

It proposes to endorse the discussion and accept pCR for living document solution.
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Rationale

1. Suspicious threats
Based on existing threats we found in current network operation, we listed some suspicious threats for operators’ interconnection as following:

· A plenty of signallings which are exceeded necessary limit are received from other operator. For example, there are hundreds of roaming subscribers in our network, but we received tens of thousands of query requests in a very short period. Or it is abnormally high frequency of query requests to specific subscriber.
· A signalling which is requesting subscriber’s information comes from the operator that the subscriber belongs to. But the signalling is not routed as the normal interconnection nodes. For example, there is connection through one IPX between two operators, but the signalling is coming from other IPX.
2. Analysis

We found it is hard to conclude it is attack only based on signalling itself. Therefore, for these suspicious threats, we need to face a question: let them in or drop? If the signallings are dropped, e.g. in flooding case, we need a way to notify the operator that signalings coming from. If the signallings are permitted, we also need to send a message back, trying to get clarification from peer network.
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pCR
In order to catch issue described above, it proposes new key issue and solution.
==========================Begin of Change================================

4.2.x Key Issue #x: Abnormal message sending behaviour in N32 interface
4.2.x.1 Key issue detail
A plenty of signallings which are exceeded necessary limit are received from other operator. For example, there are hundreds of roaming subscribers in our network, but we received tens of thousands of query requests in a very short period. Or signalings are coming from operator which has no roaming agreement.

A signalling which is requesting subscriber’s information comes from the operator that the subscriber belongs to. But the signalling is not routed as the normal interconnection nodes. For example, there is connection through one IPX between two operators, but the signalling is coming from other IPX.

4.2.x.2 Security threats
If the suspicious signallings are dropped, e.g. in flooding case, it may cause Denail of Service for legitimate subscriber. 
If the suspicious signallings are permitted, it may cause threats for subscriber, such as information leakage, disconnection from network and so on.
4.2.x.3 Potential security requirements
The signalling originating network shall be able to get information about signalling status when peer network handles signalling abnormally.
==========================Next of Change================================

4.3.x Solution #x: Notification Message between SEPPs
This solution addresses Key Issue #x: Abnormal message sending behaviour in N32 interface.
When receiving SEPP found suspicious signallings, it should generate a notification back to sending SEPP. The notification should contain basic information of signalling, action on signalling (go proceed or drop), and optional cause value.
==========================End of Change================================

