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1	Decision/action requested
SA3 is kindly requested to accept the proposed evaluation as in section 6 into TR33.811 v0.5.0.
2	References
[1]			3GPP TR 33.811 v 0.5.0: “Study on security aspect of 5G network management slicing”.
3	Rationale
Add a security procedure for slicing management services access for the TR 33.811 [1].
The 5G network management framework supports service-based management. When the mobile network operators subdivide their network slice and corresponding management functions into trust domains, or the management functions within one trust domain need to consume services provided by other management functions, security procedures between network slicing management service consumer and the related producer should be provided, including the protection at the network or transport layer and the authorization of network slicing management function services access.
4	Detailed proposal
[bookmark: _Toc490577389][bookmark: _Toc490643505][bookmark: _Toc512262182]*************** Start of Change 1 ****************
6.x				Solution #6.x: Security procedures between network slicing management functions
[bookmark: _Toc512262183]6.x.1	Introduction
The 5G network management framework supports service-based management. When the mobile network operators subdivide their network slice and corresponding management functions into trust domains, or the management functions within one trust domain need to consume services provided by other management functions, security procedures between network slicing management service consumer and the related producer should be provided. 
This solution addresses key issue of #2: Protecting the results of NSI supervision/reporting, #3: Protecting Network Slice Subnet Template and #4: Insecure procedure for capability negotiation. 
[bookmark: _Toc512262184]6.x.2	Solution details
[bookmark: _Toc512262186]6.x.2.2	Protection at the network or transport layer
All the network slicing management functions shall support TLS. 
The TLS profile shall follow the profile given in TS 33.310 [8]. 
[bookmark: _Toc512262189]6.x.2.2.3	Authorization between network slicing management functions
The network slicing management service consumer should be authorized to access the services provided by the producer. OAuth 2.0 [9] is used as the authorization mechanism.
[bookmark: _Toc499958735]6.x.3	Evaluation
This solution addresses key issue of #2: Protecting the results of NSI supervision/reporting, #3: Protecting Network Slice Subnet Template and #4: Insecure procedure for capability negotiation. 
The solution has the following advantages:
-	It allows mutual authentication procedure between network slicing management functions utilizing the existing mechanism, which is secure and convenient for operator to deploy.
-	It provides integrity protection, replay protection and confidentiality protection between the network slicing management functions in trust domains.
It is reasonable to selection solution #6.x as a general security procedure for accessing slicing management function services.
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