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***
BEGIN CHANGES
***
5.9.3.2
Requirements for Security Edge Protection Proxy (SEPP)

The SEPP shall act as a non-transparent proxy node. 

The SEPP shall protect application layer control plane messages between two NFs belonging to different PLMNs that use the N32 interface to communicate with each other.

The SEPP shall perform mutual authentication and negotiation of cipher suites with the SEPP in the roaming network.

The SEPP shall handle key management aspects that involve setting up the required cryptographic keys needed for securing messages on the N32 interface between two SEPPs.

The SEPP shall perform topology hiding by limiting the internal topology information visible to external parties.

As a reverse proxy the SEPP shall provide a single point of access and control to internal NFs.
The producer SEPP shall be able to verify whether the PLMN ID in the N32 message from the consumer SEPP is genuine. 
***
END OF CHANGES
***
***
BEGIN CHANGES
***
13.2
Application layer security on the N32 interface 

Editor’s Note: It is FFS how each JSON IE in the message is identified during parsing, and how each of these IEs need to be protected. 
 It is FFS how binary data in the message payload is identified during parsing, and how it is protected.
Details of how sensitive contents in Request-URI are identified and protected is FFS.
Details of how sensitive information in HTTP Headers is identified and protected is FFS.
Details of how the receiving SEPP verifies the message is for FFS. 
It is FFS how the receiving SEPP restores the original message from the received protected message.
Negotiation and agreement on the cipher suites between the two SEPPs is FFS.
Renegotiation of cipher suites between the two SEPPs is FFS
Key management aspects that includes key distribution and key agreement aspects are FFS.

Editor's Note: Solutions in this sub-clause may apply, in particular, when there may be intermediaries modifying messages, e.g. in roaming situations.  

Editor's Note: This sub-clause is to include solutions satisfying the requirements on e2e security in clause 5.6. It is ffs whether the work performed by GSMA FASG DESS on e2e security for selected DIAMETER AVPs can be somehow utilized here. It is to also take into account solutions 10.1 and 10.2 in clause 5.10.4 of TR 33.899. When the solution(s) involve a Public Key Infrastructure then details of the use of the PKI are to be provided, e.g. by reference to TS 33.310. 

13.2.X
Protection against fraudulent PLMN ID attack between different PLMNs
The consumer SEPP shall generate a signature (e.g. JWS) by using the private key of the consumer PLMN, the consumer PLMN ID and a fresh parameter. The consumer SEPP shall send the signature together with the consumer PLMN ID and the fresh parameter to the producer SEPP in the N32 request message (e.g. Registration Request message). The producer SEPP shall verify the signature based on the public key of the consumer PLMN, the consumer PLMN ID and the fresh parameter. The producer SEPP shall send a response to the consumer SEPP in the N32 response message(e.g. Registration Response message).
***
END OF CHANGES
***
