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Service access request based on token verification
The following figure and procedure describe how authorization is performed during Service request of the NF service consumer.


Figure 13.4.1.1-3: NF service consumer requesting service access with an access token
Pre-requisite: The NF service consumer is in possession of a valid access token before requesting service access from the NF Service producer.
[bookmark: OLE_LINK10]1.	The NF Service consumer requests service from the NF service producer. The NF Service Consumer includes the access token. 
Editor’s Note: Additional parameters needed in step 1 are based on the included claims in the token and are FFS.
The NF Service consumer and NF service producer authenticate each other following clause 13.3.
2.	The NF Service producer verifies the token in one of the following ways:
-	Request the NRF to verify the token. The NRF verifies the token and responds back to the NF service producer.
-	The NF Service producer verifies the integrity of the token by checking the signature using the shared secret or NRF’s public key. The NF Service producer verifies the integrity of the token by verifying the signature using NRF’s public key or checking MAC value using the shared secret. If integrity check is successful, the NF Service producer verifies the claims in the token.
Editor’s Note: Details of verification of claims in the token are FFS.
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