3GPP TSG SA WG3 (Security) Meeting #91Bis
S3-181775
21-25 May 2018, La Jolla (US)
revision of S3-18xabc
Source:
Qualcomm Incorporated
Title:
Generalising key issue #1 in the TR 33.856
Document for:
Approval

Agenda Item:
8.6
1
Decision/action requested

It is proposed that SA3 agree the below pCR to TS 33.856
2
References

[1]
TR 33.856 v0.1.0 (S3-181583)
3
Rationale

Key Issue #1 in TS 33.856 is currently written with some specific solutions in mind. The attacks and requirement and requirements should apply to all possible solutions. It is proposed to generalise the text in the Key Issue details and Security threats clauses. 
4
Detailed proposal

It is proposed that SA3 approve the below pCR.
**** START OF CHANGES ****

5.1.1
Key issue details

During SRVCC from 5G to UTRAN CS, 


the MSC server should never know the KAMF nor should the KAMF be revealed to an entity other than an AMF. If the AMF or the MME does not derive new key(s) to create a mapped SRVCC security context for the MSC server instead of sending KAMF to the MSC server, or if the keys sent to the MSC server are not generated properly, the MSC server or an attacker can gain knowledge of KAMF and violate backward security.   

5.1.2
Security threats 

If the backward security is not achieved, the key received from the AMF may be used to attack 5G system, for example, deriving other keys based on KAMF and recover communication between a UE and the system.

**** END OF CHANGES ****

