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1
Decision/action requested

This contribution discusses the incoming SA2 LS on initial NAS protection and proposes some responses. A proposed response LS is contained in a companion contribution S3-181768.
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3
Rationale

SA2 have responded (see [1]) to SA3’s original LS [2] on initial NAS message protection. In the response LS [1], SA2 provide the IEs that are required in the clear. This information needs to be added to the CR [5] and a companion contribution S3-181769 proposes to do that. 
In the LS [1], SA2 ask SA3 the following two questions:

Question 1: in the initial NAS message protection solution proposed by SA3, are the parameters that need to be ciphered always sent once the full security context has been established between the UE and the network?

Question 2: what procedures besides Registration does SA3 expect the initial NAS message protection solution should apply?

We consider each question in turn and propose a response.

On question 1, it is true that the parameters that need to be ciphered are only sent once the UE has a full security context. The parameters that need to be ciphered are sent in the initial NAS message if the UE has a full security context when it sends the message. They are only sent in the NAS Security Mode Complete message if they are needed by the network, i.e. the network did not receive them correctly from the initial message. This can happen in two cases, firstly the UE had no security context and so did not send them or secondly the network did not have the security context used by the UE to protect the initial message. The UE is aware that it shall (re-)send these parameter in the NAS Security Mode Complete by the presence of the HASHAMF parameter in the NAS Security Mode Complete message. If the check of the HASHAMF fails in the UE, the UE sends the complete initial message in the NAS Security Mode Complete message (like in LTE for Attach and TAU Requests) and if the check succeeds the UE shall include only the parameters that need to be ciphered.
For questions 2, the protection of initial NAS message should apply to all initial NAS message, i.e. Registration Requests, Deregistration Requests and Service Requests. In TS 24.501 v1.1.0 [6], except for emergency call, the Service Request is always rejected if the integrity protection on this message fails (see subclause 4.4.4.3). This means that the full initial NAS message protection is not needed for Service Request as there is never a case of providing the parameters that need to be ciphered later in the NAS Security Mode Complete message (i.e. a failure in security of the Service Request results in Service Reject and hence there is no NAS Security Mode Complete). This means for the Service Request all that is needed is the ability to cipher the parameters that are not needed to identify the UE and used security context, i.e. everything but the 5G-S-TMSI and ngKSI (see [6]). As currently defined Deregistration Request only has UE identity and hence does not require the initial NAS protection. A companion contribution S3-181768 [3] proposes a response LS based on the above discussion.
4
Detailed proposal

It is proposed that SA3 agree the response LS in S3-181768 and the update of the CR (S3-181554) proposed in S3-181769.
