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***** Start of Changes *****
[bookmark: _Toc513201856]6.2.2.2	Keys in the UE
For every key in a network entity, there is a corresponding key in the UE.
Figure 6.2.2-2 shows the corresponding relations and derivations as performed in the UE.
Editor's note: Figure needs to be updated according to the determination of the keys which should be stored in USIM. 
Editor's note: Figure needs to be updated according to the decision of KAUSF storage in USIM.
[image: ]


Figure 6.2.2-2: Key distribution and key derivation scheme for 5G for the UE
Keys in the USIM
The USIM shall store the same long-term key K that is stored in the ARPF. 
During an authentication and key agreement procedure, the USIM shall generate key material from K that it forwards to the ME.
If provisioned by the home operator, the USIM shall store the home network public key used for concealing the SUPI.
Keys in the ME
The ME shall generate the KAUSF from the CK, IK received from the USIM. The generation of this key material is specific to the authentication method and is specified in clause 6.1.3. 
When 5G AKA is used, the generation of RES* from RES shall be performed by the ME.
Storage of the KAUSF KAUSF at the UE is optional. If the USIM supports 5G parameters storage, KAUSF KAUSF shall be stored in the USIM. Otherwise, KAUSF shall be stored in the non-volatile memory of the ME.
Editor's Note: It is FFS to define the event(s) that triggers the storage of KAUSF in the ME or in the USIM.
The ME shall perform the generation of KSEAFKSEAF from the KAUSF KAUSF. If the USIM supports 5G parameters storage, KSEAFKSEAF shall be stored in the USIM. Otherwise, KSEAFKSEAF shall be stored in the non-volatile memory of the ME.
Editor's Note: It is FFS to define the event(s) that triggers the storage of KSEAF in the ME or in the USIM.
The ME shall perform the generation of KAMFKAMF. If the USIM supports 5G parameters storage, KAMFKAMF shall be stored in the USIM. Otherwise, KAMFKAMF shall be stored in the non-volatile memory of the ME.
Editor's Note: It is FFS to define the event(s) that triggers the storage of KAMF in the ME or in the USIM.
The ME shall perform the generation of all other subsequent keys that are derived from the KAMFKAMF. 
Editor's Note: It is FFS whether any subsequent keys that are derived from the KAMF needs to be stored at ME and if so, which keys.
Any 5G security context, KAUSFKAUSF and KSEAFKSEAF that are stored at the ME shall be deleted from the ME if:
a)	the USIM is removed from the ME when the ME is in power on state;
b)	the ME is powered up and the ME discovers that the USIM is different from the one which was used to create the 5G security context;
c)	the ME is powered up and the ME discovers that there is no USIM is present at the ME.
***** End of Changes *****
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