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**** CHANGE based on S3-181511****
6.9.2.3.4
UE handling

The UE behaviour depends upon the content of the HO Command it received from the target gNB via the source gNB as depicted in Figure 6.9.2.3.4-1
.

[image: image1.emf]Receive HO 

Command

keyChange

Indicator

(K_AMF_CI)

Derive AS keys based on NCC 

value and active security 

context

NASC

 

Sanity check the NASC (replay and 

integrity)

 

Re-derive NAS enc/int keys based 

on the NAS security algorithms in 

the NASC.

 

NAS COUNTs and K

AMF

 remain 

same.

Done with key derivations. 

Proceed further.

FALSE

NO

YES

NASC

K_AMF_HORIZ

 

Derive K

AMF

*

 

Derive NAS enc/int keys based on 

NAS security algorithms in NASC, 

if present, otherwise, using active 

NAS security algorithms.

 

Sanity check the NASC (integrity)

 

Set NAS COUNTs to 0

 

Set active NAS context

 

Re-derive NAS enc/int keys based 

on NAS security algorithms in the 

NASC.

 

Sanity check the NASC (integrity)

 

NAS COUNTs and K

AMF

 remain 

same.

TRUE

YES

TRUE

Re-key AS context 

based on active NAS 

context

NO

Sanity check the 

NASC (replay)

FALSE

(AS re-keying) (AS keys horiz/vert derivation)

(NAS algo change)

(NAS algo change)

(NAS re-keying)

(optional NAS algo change)

(NAS/AS sync) (AS keys derivation)

Figure 6.9.2.3.4-1: UE handling of key derivations during handover

1>
If the received keyChangeIndicator in the HO Command is FALSE, the UE handling shall be as follows.

2>
If the HO command contained a NASC (NAS Container), the UE shall verify the UE security capabilities and the freshness of the downlink NAS COUNT and the NAS MAC in the NASC. The NAS MAC calculation/verification is described in Clause 6.9.2.1.2. If the verification is successful, the UE shall re-derive NAS ciphering and integrity keys and configure the NAS security based on the selected NAS security algorithms included in the NASC. In this case, the UE shall not reset the NAS COUNTs to zero. The UE shall not change the root NAS key, the KAMF.

2>
If the NCC value the UE received in the HO Command message from target eNB via source gNB is equal to the NCC value associated with the currently active KgNB, the UE shall derive the KgNB* from the currently active KgNB and the target PCI and its frequency ARFCN-DL using the function defined in Annex A.11. 

2>
If the UE received an NCC value that was different from the NCC associated with the currently active KgNB, the UE shall first synchronize the locally kept NH parameter by computing the function defined in Annex A.10 iteratively (and increasing the NCC value until it matches the NCC value received from the source gNB via the HO command message. When the NCC values match, the UE shall compute the KgNB* from the synchronized NH parameter and the target PCI and its frequency ARFCN-DL using the function defined in Annex A.11.

2>
The UE shall use the KgNB* as the KgNB when communicating with the target gNB.

1>
Else if the received keyChangeIndicator in the HO command is TRUE, the UE handling shall be done as defined in clause 6.9.6.4 after following steps. 
2>
If the UE receives a NASC (NAS Container) in the HO Command message, then
, the UE shall verify the UE security capabilities and the freshness of the downlink NAS COUNT in the NASC. The purpose of this NASC could be compared to a NAS SMC message. If the verification succeeds, further UE handling shall be as follows.

3>
If the K_AMF_HORIZ contained in the NASC is TRUE (i.e., horizontal KAMF derivation has occured), the UE shall further compute the horizontally derived KAMF* using the active KAMF from the active 5G NAS security context identified by the ngKSI included in the NASC and the downlink NAS COUNT in the NASC, as specified in Annex A.13. The UE shall assign the ngKSI included in the NASC to the ngKSI of the new derived KAMF. The UE shall further configure NAS security based on the horizontally derived KAMF* and the selected NAS security algorithms, if such were contained in the NASC. If selected NASC did not contain selected NAS security algorithms, the UE shall continue using the active NAS algorithms. 
The UE shall further verify the NAS MAC in the NASC. The NAS MAC calculation/verification is described in Clause 6.9.2.1.2 and if the verification is successful, the UE shall further set the NAS COUNTs to zero. The horizontally derived KAMF* becomes the active KAMF and the zero NAS COUNT becomes the active NAS COUNT.
3>
Else if the K_AMF_HORIZ contained in the NASC is FALSE (i.e., horizontal KAMF derivation has not occured), but the NASC contains selected NAS security algorithms, then the UE shall re-derive NAS keys based on the active KAMF and the selected NAS security algorithms. The UE shall further verify the NAS MAC in the NASC. The NAS MAC calculation/verification is described in Clause 6.9.2.1.2. In this case, the UE shall not reset the NAS COUNTs to zero. The UE shall not change the root NAS key, the KAMF
. 

2>
The UE shall use the active KAMF and NAS COUNT in the active NAS security context in the derivation of the temporary KgNB. 



**** END OF CHANGES ****
��Correction/clarification. Plus a diagram which will be helpful to readers and implementors.


�Making the steps unambiguous.


�Moved from below with corrections/clarifications.


�Covered by clearer IF Else block.


�Correction


�This is NAS algo change without horiz Kamf derivation, but with AS/NAS sync.


Corection.�Moved high up. In this case, the base Kamf has not changed. Just the algorithm.


�Correction and clarification.
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