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***** START OF CHANGES *****

6.9.2.1.2
Non access stratum

During mobility, NAS aspects that need to be considered are the possible KAMF change,the possible NAS algorithm change at AMF change, and the possible presence of a parallel NAS connection. There is the possibility that the source AMF and the target AMF do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target AMF re-derives the NAS keys from the existing KAMF (if unchanged) or derives the NAS keys from the new KAMF (if changed) using the NAS algorithm identities and NAS algorithm types as input to the NAS key derivation functions (see Annex A.8). When the KAMF has not changed, all inputs, in particular the KAMF, will be the same in the re-derivation except for the NAS algorithm identity. When the KAMF has changed, new NAS keys are derived irrespective of change in NAS algorithms.

The calculation/verification of NAS MAC, included in the NAS Container at N2-HO, shall be the 32-bit output of the selected NIA and shall use the following inputs:

- 
KEY


: it shall be set to the corresponding KNASint;

-
COUNT

: all its bits shall be set to 1;

-
MESSAGE
: it shall be set to the content of NAS Container as defined in TS 24.501 [35]; 

-
DIRECTION
: its bit shall be set to 0; and

-
BEARER

: all its bits shall be set to 1.
NOTE1:
Replay protection is achieved by the UE checking if the downlink NAS COUNT included in the NAS Container is replayed or not. The UE shall not accept the same downlink NAS COUNT value twice.
In case the KAMF has changed or the target AMF decides to use NAS algorithms different from the ones used by the source AMF, the target AMF shall provide needed parameters to the UE as defined in Clause 6.9.2.3.3 for N2-Handover (i.e., using NAS Container) and Clause 6.9.3 for mobility registration update (i.e., using NAS SMC)..

NOTE:
It is per operator's policy how to configure selection of handover types. Depending on an operator's security requirements, the operator can decide whether to have Xn or N2 handovers for a particular gNB according to the security characteristics of a particular gNB.

***** END OF CHANGES *****

