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1
Decision/action requested

It is proposed to discuss and agree on the alignment way forward between 2 CAPIF TS documents.
2
References
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3GPP TS 33.122, v0.2.0 (S3-181537)

[2]
3GPP TS 23.222, v15.1.0 CAPIF stage 2
3
Rationale

3.1
Existing Editor's Notes in stage-2 TS

The CAPIF stage-2 spec, TS 23.222 [2], has 5 Editor's Notes and 16 NOTEs – 21 total, all of them referring to the SA3's spec which has been in progress in SA3 since Q1 this year. Assuming that SA3's spec work is being completed and sent for approval to the next plenary in June, it is probably an appropriate timing to notify SA6 so that they can make suitable changes in the stage 2 spec by replacing the existing Editor's Notes and NOTEs with appropriate texts and reference to SA3 spec in TS 33.122.

It should also be noted that, based on the relative timing of the future meeting schedule of the SA3 and SA6 (as shown below), it is the right timing to send an LS at this meeting. Otherwise, if we postpone it until the next SA3 meeting in Aug, SA6 will only receive it in their Oct meeting, causing 3~5 months delay in communication. Given that both SA3 and SA6 work on CAPIF are Rel.15 WIs, alignment on the specs should be completed as soon as possible in order to ensure coherent specification across 3GPP WGs.
	2018
	SA3
	SA6

	May
	SA3 #91bis (21st – 25th)

	SA6 #24 (21st – 25th)

	July
	---
	SA6 #25 (23rd – 28th)

	Aug
	SA3 #92 (20th – 24th)
	---

	Sept
	SA3 #92bis (24th – 28th)
	---

	Oct
	---
	SA6 #26 (15th – 19th)


Table 1: SA3, SA6 meeting schedule
3.2
Authorization procedure in stage-2 TS
Subclause 6.3.1 in the latest TS 33.122, v0.2.0 [1] defines the "Authentication and Authorization" between the API invoker and the CAPIF core function over CAPIF-1e reference point.  It specifies 2 points: 1) TLS establishment between the API invoker and the CAPIF core function, and 2) selection of security method to be used in CAPIF-2/2e reference point as the next step. In other words, TS 33.122 [1] does not define explicit "API invoker authorization" as distinctive event in CAPIF-1/1e reference point.

On the other hand, CAPIF stage-2 specification [2], subclause 8.11 defines the procedure where the API invoker obtains authorization from the CAPIF core function (i.e. CAPIF-1/1e) in order to access the API exposing function (CAPIF-2/2e).  This procedure consists of explicit application layer messaging between the API invoker and the CAPIF core function as quoted below:
	8.11
API invoker obtaining authorization to access service API

8.11.1
General

The API invoker requires to execute this procedure when it needs to obtain or re-obtain (e.g. upon expiry of the authorization information) the authorization to access the service API. Once the API invoker receives the authorization to access the service API, the API invoker can perform one or multiple service API invocations as per the permission limit. This procedure may be performed during the API invoker onboarding process.

8.11.2
Information flows

NOTE:
It is in SA3 scope to develop the information flows for this procedure.

Editor's Note:
Reference to the appropriate SA3 specification is needed.
8.11.3
Procedure

Figure 8.11.3-1 illustrates the procedure for obtaining authorization to access the service API.

Pre-condition:

-
The API invoker is onboarded and has received an API invoker identity.
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Figure 8.11.3-1: Procedure for the API invoker obtaining authorization for service API access

1.
The API invoker sends an obtain service API authorization request to the CAPIF core function for obtaining permission to access the service API by including the API invoker identity information and any information required for authentication of the API invoker.

2.
The CAPIF core function validates the authentication of the API invoker (using authentication information) and checks whether the API invoker is permitted to access the requested service API. 

NOTE 1:
The authentication process is outside the scope of the present document and is in scope of SA3. 

3.
Based on the API invoker's subscription information the authorization information to access the service APIs is sent to the API invoker in the obtain service API authorization response.

NOTE 2:
The mechanism for distribution of the authorization information for the API invoker to the API exposing function is outside the scope of the present document and is in scope of SA3.


Quote from: TS 23.222 [2], CAPIF stage 2 spec, subclause 8.11
However, as discussed above, according to the description in the TS 33.122 [1], subclause 6.3.1, there is no explicit message such as the one defined in the CAPIF stage2 specification [2] subclause 8.11.
At the same time, subclasuse 8.11 quoted above contains an Editor's Note and two NOTEs (yellow highlighted texts shown above), indicating that the content in this subclause is intended to be updated and/or superceded by the SA3 spec TS 33.122 [1] which we are currently working on.

Based on this, stage2 spec TS 23.222 [2] subclause 8.11 needs to be updated to reflect the mechanism as described in TS 33.122 [1] subclause 6.3.1.  At least, the message diagram and the procedure in subclause 8.11 in the stage-2 spec should be removed and replaced with a reference to SA3 spec [1]. Otherwise, it will lead to obvious discrepancies between 2 specs, causing confusion and misunderstanding.
4
Detailed proposal

Based on the discussion in the above section, we propose that we send an LS to SA6 indicating that: 1) the SA3 spec is ready to be used as a reference by the SA6's stage 2 spec, 2) SA6 to make suitable update to the CAPIF stage2 spec based on the SA3 spec.
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