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**** START OF CHANGES ****

**** Change 1 (based on Living CR S3-181578)  ****

6.2.2.1
Keys in network entities

Keys in the ARPF

The ARPF shall store the long-term key K. The key K shall be 128 bits or 256 bits long. 

During an authentication and key agreement procedure, the ARPF shall derive CK' and IK' from K in case EAP-AKA' is used and derive KAUSF from K in case 5G AKA is used. The ARPF shall forward the derived keys to the AUSF. 

The ARPF holds the home network private key that is used by the SIDF to de-conceal the SUCI and reconstruct the SUPI. The generation and storage of this key material is out of scope of the present document.

Keys in the AUSF

In case EAP-AKA' is used as authentication method, the AUSF shall derive a key KAUSF from CK' and IK' for EAP-AKA' as specified in clause 6.1.3.1. The KAUSF may be stored in the AUSF between two subsequent authentication and key agreement procedures. 

The AUSF shall generate the anchor key, also called KSEAF, from the authentication key material received from the ARPF during an authentication and key agreement procedure.

Keys in the SEAF

The SEAF receives the anchor key, KSEAF, from the AUSF upon a successful primary authentication procedure in each serving network.

The SEAF shall never transfer KSEAF to an entity outside the SEAF.

The SEAF shall generate KAMF from KSEAF immediately following the authentication and key agreement procedure and hands it to the AMF.

NOTE 1: 
This implies that a new KAMF, along with a new KSEAF, is generated for each run of the authentication and key agreement procedure.

NOTE 2: 
The SEAF is co-located with the AMF.

Keys in the AMF

The AMF receives KAMF from the SEAF or from another AMF. 

The AMF shall, based on policy, derive a key K'AMF from KAMF for transfer to another AMF in inter-AMF mobility. The receiving AMF shall use K'AMF as its key KAMF. 

NOTE: The precise rules for key handling in inter-AMF mobility can be found in clause 6.5. 

The AMF shall generate keys KNASint and KNASenc dedicated to protecting the NAS layer. 
The AMF shall generate access network specific keys from KAMF. In particular, 

-
the AMF shall generate KgNB and transfer it to the gNB.

-
the AMF shall generate NH and transfer it to the gNB, together with the corresponding NCC value. 
The AMF may also transfer a NH key, together with the corresponding NCC value, to another AMF, cf. clause 6.9.

-
the AMF shall generate KN3IWF and transfer it to the N3IWF when KAMF is received from SEAF, or when K’AMF is received from another AMF. 

Keys in the gNB

The gNB receives KgNB and NH from the AMF. 

The gNB shall generate all further keys dedicated to protecting the 5G NR from KgNB and /or NH. 
Keys in the N3IWF

The N3IWF receives KN3IWF from the AMF. 

The N3IWF shall use KN3IWF as the key MSK for IKEv2 between UE and N3IWF in the procedures for untrusted non-3GPP access, cf. clause 7. 

Figure 6.2.2-1 shows the dependencies between the different keys, and how they are derived from the network nodes point of view.
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Figure 6.2.2-1: Key distribution and key derivation scheme for 5G for network nodes
********** change 4 **********
6.4.2.1
Multiple active NAS connections with different PLMNs 

TS;23.501 [2] has a scenario when the UE is registered to a VPLMN's serving network via 3GPP access and to another VPLMN's or HPLMN's serving network via non-3GPP access at the same time. When the UE is registered in one PLMN's serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN's serving network over another type of access (e.g. non-3GPP), then the UE has two active NAS connections with different AMF's in different PLMNs. As described in clause 6.3.2.1, the UE shall independently maintain and use two different 5G security contexts, one per PLMN serving network. Each security context shall be established separately via a successful primary authentication procedure with the Home PLMN. All the NAS and AS security mechanisms defined for single registration mode are applicable independently on each access using the corresponding 5G security context.

NOTE: 
The UE belongs to a single HPLMN.

********** change 5 **********
6.9.4.4
AS key re-keying

Editor's Note: Necessary changes in this Clause 8.3.1.4.2 will be done to reflect the Clause 8.3.1.

Editor's Note: It is FFS whether the types and states of security contexts are named differently than in LTE.

The KgNB re-keying procedure is initiated by the AMF. It may be used under the following conditions: 

-
after a successful AKA run with the UE as part of activating a partial native 5G security context; or

-
as part of re-activating a non-current full native 5G security context after handover from E-UTRAN according to clause 8.5; or

-
to create a new KgNB from the current KAMF.

NOTE 1: To perform a key change on-the-fly of the entire key hierarchy, the AMF has to change the 5G NAS security context before changing the 5G AS security context. 

In order to be able to re-key the KgNB, the AMF requires a fresh uplink NAS COUNT from a successful NAS SMC procedure with the UE. In the case of creating a new KgNB from the current KAMF a NAS SMC procedure shall be run first to provide this fresh uplink NAS COUNT. This NAS SMC procedure does not have to change other parameters in the current EPS NAS security context. The AMF derives the new KgNB using the key derivation function as specified in Annex <TBD> using the KAMF and the uplink NAS COUNT used in the most recent NAS Security Mode Complete message. The derived new KgNB is sent to the gNB in an NGAP UE CONTEXT MODIFICATION REQUEST message triggering the gNB to perform the AS key re-keying. The gNB runs the key change on-the-fly procedure with the UE. During this procedure the gNB shall indicate to the UE that a key change on-the-fly is taking place. The procedure used is based on an intra-cell handover, and hence the same KgNB derivation steps shall be taken as in a normal handover procedure. The gNB shall indicate to the UE to change the current KgNB in intra-cell handover during this procedure.

When the UE receives an indication that the procedure is a key change on-the-fly procedure, the UE shall derive a temporary KgNB by applying the key derivation function as specified in Annex A.9 using the KAMF from the current 5G NAS security context and the uplink NAS COUNT in the most recent NAS Security Mode Complete message.

From this temporary KgNB the UE shall derive the KgNB* as normal (see Annex A.11). The gNB shall take the KgNB it received from the AMF, which is equal to the temporary KgNB, as basis for its KgNB* derivations. From this step onwards, the key derivations continue as in a normal handover.

If the AS level re-keying fails, then the AMF shall complete another NAS security mode procedure before initiating a new AS level re-keying. This ensures that a fresh KgNB is used.

The NH parameter shall be handled according to the following rules: 

-
The UE, AMF, and gNB shall delete any old NH upon completion of the context modification.

-
The UE and AMF shall use the KAMF from the currently active 5G NAS security context for the computation of the fresh NH. The computation of NH parameter value sent in the N14 FORWARD RELOCATION REQUEST, NGAP HANDOVER REQUEST, and NGAP PATH SWITCH REQUEST ACKNOWLEDGE messages shall be done according to clauses 8.3.1.3.2 and 8.3.1.3.3.

**** Change 2 (based on TS 33.501 f.0.0)  ****

6.2.2.2
Keys in the UE

For every key in a network entity, there is a corresponding key in the UE.

Figure 6.2.2-2 shows the corresponding relations and derivations as performed in the UE.

Editor's note: Figure needs to be updated according to the determination of the keys which should be stored in USIM. 

Editor's note: Figure needs to be updated according to the decision of KAUSF storage in USIM.
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Figure 6.2.2-2: Key distribution and key derivation scheme for 5G for the UE

Keys in the USIM

The USIM shall store the same long-term key K that is stored in the ARPF. 

During an authentication and key agreement procedure, the USIM shall generate key material from K that it forwards to the ME.

If provisioned by the home operator, the USIM shall store the home network public key used for concealing the SUPI.

Keys in the ME

The ME shall generate the KAUSF from the CK, IK received from the USIM. The generation of this key material is specific to the authentication method and is specified in clause 6.1.3. 

When 5G AKA is used, the generation of RES* from RES shall be performed by the ME.

Storage of the KAUSF at the UE is optional. If the USIM supports 5G parameters storage, KAUSF shall be stored in the USIM. Otherwise, KAUSF shall be stored in the non-volatile memory of the ME.

Editor's Note: It is FFS to define the event(s) that triggers the storage of KAUSF in the ME or in the USIM.

The ME shall perform the generation of KSEAF from the KAUSF. If the USIM supports 5G parameters storage, KSEAF shall be stored in the USIM. Otherwise, KSEAF shall be stored in the non-volatile memory of the ME.

Editor's Note: It is FFS to define the event(s) that triggers the storage of KSEAF in the ME or in the USIM.

The ME shall perform the generation of KAMF. If the USIM supports 5G parameters storage, KAMF shall be stored in the USIM. Otherwise, KAMF shall be stored in the non-volatile memory of the ME.

Editor's Note: It is FFS to define the event(s) that triggers the storage of KAMF in the ME or in the USIM.

The ME shall perform the generation of all other subsequent keys that are derived from the KAMF. 

Editor's Note: It is FFS whether any subsequent keys that are derived from the KAMF needs to be stored at ME and if so, which keys.

Any 5G security context, KAUSF and KSEAF that are stored at the ME shall be deleted from the ME if:

a)
the USIM is removed from the ME when the ME is in power on state;

b)
the ME is powered up and the ME discovers that the USIM is different from the one which was used to create the 5G security context;

c)
the ME is powered up and the ME discovers that there is no USIM is present at the ME.

**** END OF CHANGES ****

Trunc





Trunc





Trunc





K





UPint





K





UPenc





K





RRCint





K





RRCenc





256





256





256





256





128





128





128





128





K





NASint





K





N





3





IWF





K





NASenc





256





256





256





256





128





KDF





256





K





NASenc





K





NASint





128





KDF





Trunc





Trunc





K





SEAF





KDF





FFS





CK





,





IK





K





AUSF





KDF





K





AUSF





SN name





, 





SQN XOR AK 





KDF





256





256





256





256





KDF





KDF





CK’





,





IK’





256





256





SN name





NAS UPLINK





 





COUNT





RFC





5448





SN name





, 





FFS





 





NH





K





gNB





NAS





-





int





-





alg





Alg





-





ID





NAS





-





enc





-





alg





, 





Alg





-





ID





FFS





FFS





FFS





KDF





K





AUSF





K





AMF





K





gNB





*





K





RRCenc





K





RRCint





K





UPenc





K





UPint





KDF





KDF





KDF





KDF





KDF





K





gNB





NH





KDF





RRC





-





int





-





alg





, 





Alg





-





ID





  





RRC





-





enc





-





alg





, 





Alg





-





ID





256





256





256





256





256





256





256





NAS UPLINK





 





COUNT





256





256





256





Physical cell ID





, 





ARFCN





-





DL





Trunc





SEAF





KDF





KDF





AMF





K





gNB











KDF





N3IWF





gNB





gNB





UDM/ARPF








[image: image4.emf][image: image5.emf][image: image6.emf][image: image7.emf][image: image8.emf][image: image9.emf][image: image10.emf][image: image11.emf][image: image12.emf][image: image13.emf][image: image14.emf][image: image15.emf][image: image16.emf][image: image17.emf][image: image18.emf][image: image19.emf][image: image20.emf][image: image21.emf][image: image22.emf][image: image23.emf][image: image24.emf][image: image25.emf][image: image26.emf][image: image27.emf][image: image28.emf][image: image29.emf][image: image30.emf][image: image31.emf][image: image32.emf][image: image33.emf][image: image34.emf][image: image35.emf][image: image36.emf][image: image37.emf][image: image38.emf][image: image39.emf][image: image40.emf][image: image41.emf][image: image42.emf][image: image43.emf][image: image44.emf][image: image45.emf][image: image46.emf][image: image47.emf][image: image48.emf][image: image49.emf][image: image50.emf]KSEAF
KAMF
KNASint
KN3IWF
KNASenc
KgNB*
KgNB
KRRCenc
KRRCint
KUPenc
KUPint
KDF
KDF
KDF
KDF
KDF
AMF

gNB
gNB
KDF
AUSF






KDF

KgNB
NH
KDF










RRC-int-alg, Alg-ID
NAS-enc-alg, 
Alg-ID
RRC-enc-alg, Alg-ID










SEAF


256
256
256
256
256
256
256

256



NAS UPLINK
 COUNT


NH
KgNB
256


256





256
Physical cell ID, ARFCN-DL







Trunc
Trunc
Trunc
Trunc
KUPint

KUPenc
KRRCint
KRRCenc
256

256

128

256

256

256

256

128

128

128

128

KDF

256

KNASenc
KNASint
128


NAS-int-alg, 
Alg-ID



FFS

NAS UPLINK
 COUNT
N3IWF




CK,IK
KAUSF
KDF
KAUSF



SN name, SQN XOR AK


SN name


RFC5448
KDF


SN name, FFS

256
256
256
256
KDF
KDF
CK’,IK’





256
256
UDM/ARPF
KDF
KDF
Trunc
Trunc
FFS
FFS




FFS
KDF

K





