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	Reason for change:
	The 256 bit MAC key in profiles A and B does not increase security, compared to 128 bit MAC key; while, on the other hand, it doubles the key derivation time.
Details: In profiles A and B, the ephemeral encryption key length is 128 bit, and the ephemeral MAC key length is 256 bit. Figure C.3.2-1 (reproduced below) shows that: (i)
 Those keys are the MSB and LSB parts of the ephemeral master shared key. Hence, the length of that key is 128 bit + 256 bit = 384 bit. (ii) The ephemeral master shared key is derived from ephemeral shared key using KDF.

Based on the choice of curves in profiles A and B, the security level of ephemeral shared key is approx. 256 bit.

  KDF in profiles A and B is based on SHA-256.  The output of SHA-256 is 256 bit.
Running that KDF to produce 384 bit output takes twice as long, compared to it producing 256 bit output (because the hash in step 4.1 of section 3.6.1 of http://www.secg.org/sec1-v2.pdf needs to be computed twice, instead of once); and it does not increase security (the 384 bit output is derived from ephemeral shared key and a counter as input; the security level of ephemeral shared key is approx. 256 bit).
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	Summary of change:
	In profiles A and B, “mackeylen: 256” is changed to “mackeylen: 128”.

	
	

	Consequences if not approved:
	Slower key derivation (performance).
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**** START OF CHANGES ****
*** Change (based on Living CR S3-181495) ***
C.3.4.1
Profile <A>

The ME and SIDF shall implement this profile. The ECIES parameters for this profile shall be the following:

-
EC domain parameters






: Curve25519 [46]

-
EC Diffie-Hellman primitive




: X25519 [46]

-
point compression







: N/A

-
KDF











: ANSI-X9.63-KDF [29]
-
Hash











: SHA-256
-
SharedInfo1
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(the ephemeral public key octet string – see [29] section 5.1.3)
-
MAC











: HMAC–SHA-256

-
mackeylen









: 128
-
maclen










: 64
-
SharedInfo2









: the empty string
-
ENC











: AES–128 in CTR mode

-
enckeylen










: 128

-
backwards compatibility mode




: false
The scheme properties for this ECIES profile <A> shall be the following: 

-
scheme identifier








: <TBD>

-
size of scheme-output



: <TBD> bits

NOTE:
Care should be taken when using unique schemes for small groups of users, as this may impact the effectiveness of the privacy scheme for these users. 

Editor's Note: It is FFS to contact other WGs (like CT1) or wait for their progress before finalizing the identifier, and size of the null-scheme. The maximum size should cover both the IMSI and NAI formats.

C.3.4.3
Profile <B>

The ME and SIDF shall implement this profile. The ECIES parameters for this profile shall be the following:

-
EC domain parameters






: secp256r1 [30]

-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive [29]

-
point compression







: true

-
KDF











: ANSI-X9.63-KDF [29]

-
Hash











: SHA-256

-
SharedInfo1
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 (the ephemeral public key octet string – see [29] section 5.1.3)
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-
enckeylen










: 128

-
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: false
Editor's Note: As stated in LS S3-172505 from ETSI SAGE, a rogue PLMN may sell a SUCI decryption service to parties operating false base stations in other networks. Moving the SUPI reveal into the 5G-ACA message mitigates this attack. If the SUPI reveal is not moved, the attack needs to be mitigated in other ways, e.g. by including the PLMN id of the serving network in SharedInfo2. It if ffs if a binding to PLMN id causes other problems.
**** END OF CHANGES ****
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