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*********** START OF CHANGES ***********

*** Change 1 (based on Living CR S3-181517) ***
Editor's Note: The below clauses and subclauses are a place holder for the security functionality for MR-DC and are not final. Adding further sub-clauses or modifying the given clauses for any of the below clauses is possible as needed.
6.10.2 Security mechanisms

6.10.2.1 Addition or modification of Radio Bearers in Secondary Node
When executing the Secondary Node Addition procedure (i.e. initial offload of one or more radio bearers to the SN), or the Secondary Node Modification procedure (as defined in TS 37.340 [48]) which requires an update of the S-KSN, the Master Node shall derive an S-KSN as defined in clause 6.10.2.3.2. The Master Node shall forward the generated S-KSN to the SN during the Secondary Node Addition procedure or during the Secondary Node Modification procedure if it requires an S-KSN key update. 
When the SN receives an S-KSN in a Secondary Node Addition/Modification procedure, the SN shall derive and store KSN-UP-enc from the received S-KSN as described in subclause 6.10.2.3.2. If an SRB is to be added, the SN shall also derive KSN-RRC-int and KSN-RRC-enc as described in subclause 6.10.2.3.2. These freshly derived keys are then used to protect all the radio bearer(s) between the UE and the SN that use the PDCP of the SN. Any previous keys shall be deleted. If all the keys were derived, then the S-KSN may be deleted. 

The Master Node shall provide the value of the SCG Counter used in the derivation of the S-KSN to the UE in the SN Addition procedure which adds the radio bearer(s) in the UE. The UE shall use the received SCG Counter to derive the S-KSN, and KSN-UP-enc as described in subclause 6.10.2.3.2. If an SRB to be added, the UE shall also derive KSN-RRC-int and KSN-RRC-enc as in subclause 6.10.2.3.2.
When executing the procedure for adding subsequent radio bearer(s) to the same SN, the Master Node shall, for each new radio bearer, assign a radio bearer identity that has not previously been used since the last S-KSN change. If the Master Node cannot allocate an unused radio bearer identity for a new radio bearer in the SN, due to radio bearer identity space exhaustion, the Master Node shall increment the SCG Counter and compute a fresh S-KSN, and then shall perform a SN Modification procedure to update the S-KSN. The Master Node may choose to update the S-KSN instead of assigning a new radio bearer identity even when the latter would have been possible. 
When the Secondary Node releases the last UE radio bearer on the SN, the SN and the UE shall delete the KSN-UP-enc, KSN-RRC-int and KSN-RRC-enc. The SN and UE shall also delete the S-KSN, if it was not deleted earlier.
6.10.2.2 Security activation for offloaded Radio Bearers

The dual connectivity procedure with activation of encryption/decryption of Split and/or Non-Split SCG DRB(s) and/or activation of encryption/decryption and integrity protection of an SCG SRB follows the steps outlined on the Figure 6.10.2.2-1.
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Figure 6.10.2.2-1. SN encryption/decryption and integrity protection activation 

1.
The UE and the Master Node establish the RRC connection.

2.
The Master Node decides to use dual connectivity for some DRB(s) and/or an SRB with the SN. The Master Node sends Secondary Node Addition Request to the SN over the Xn-C to negotiate the available resources, configuration, and algorithms at the SN. The Master Node computes and delivers the S-KSN to the SN if a new key is needed. The UE 5G security capability shall also be sent to SN. 
3.
The SN allocates the necessary resources and chooses the security algorithm(s). The ciphering algorithm is used for encrypting DRB(s) and the SRB. If an SRB is to be established, the SN chooses an integrity protection algorithm. The SN chooses the ciphering and integrity algorithms which have the highest priority from its configured security algorithms list and is also present in the UE 5G security capability. If a new S-KSN was delivered to the SN, then the SN calculates KSN-UP-enc as well as KSN-RRC-int and KSN-RRC-enc if an SRB is to be established. 

4.
The SN sends Secondary Node Addition Request Acknowledge to the Master Node indicating availability of requested resources and the identifiers for the selected algorithm(s) to serve the requested DRBs and/or SRB for the UE. 

5.
The Master Node sends the RRC Connection Reconfiguration Request to the UE instructing it to configure the new DRBs and/or SRB for the SN. The Master Node shall include the SCG Counter parameter to indicate that the UE shall compute the S-KSN for the SN if a new key is needed. The Master Node forwards the UE configuration parameters (which contains the algorithm identifier(s) received from the SN in step 4) to the UE (see section 6.10.2.4 for further details). 

NOTE: Since the message is sent over the RRC connection between the Master Node and the UE, it is integrity protected using the KRRCint used between the UE and the Master Node. Hence the SCG Counter cannot be tampered with, and the UE can assume that it is fresh.

6.
The UE accepts the RRC Connection Reconfiguration Request after validating its integrity. The UE shall compute the S-KSN for the SN if an SCG Counter parameter was included. The UE shall also compute KSN-UP-enc as well as KSN-RRC-int and KSN-RRC-enc for the associated assigned DRBs and/or SRB. The UE sends the RRC Connection Reconfiguration Complete to the Master Node. The UE activates the chosen encryption/decryption and integrity protection keys with the SN at this point.
7.
Master Node sends Secondary Node Reconfiguration Complete to the SN over the Xn-C to inform the SN of the configuration result. On receipt of this message, SN may activate the chosen encryption/decryption and integrity protection with UE. If SN does not activate encryption/decryption and integrity protection with the UE at this stage, SN shall activate encryption/decryption and integrity protection upon receiving the Random Access request from the UE.
6.10.2.3 Derivation of keys for Radio Bearers terminated in Secondary Node

6.10.2.3.1
SCG Counter maintenance

The Master Node shall associate a 16-bit counter, SCG Counter, with the UE 5G AS security context. 

The SCG Counter is used when computing the S-KSN. The UE and the Master Node shall treat the SCG Counter as a fresh input to S-KSN derivation. That is, the UE assumes that the Master Node provides a fresh SCG Counter each time and does not need to verify the freshness of the SCG Counter.

NOTE: An attacker cannot, over the air modify the SCG Counter and force re-use of the same SCG Counter. The reason for this is that the SCG Counter is delivered over the RRC connection between the Master Node and the UE, and this connection is both integrity and replay protected. 
The Master Node maintains the value of the counter SCG Counter for a duration of the current 5G AS security context between UE and Master Node. The UE does not need to maintain the SCG Counter after it has computed the S-KSN since the Master Node provides the UE with the current SCG Counter value when the UE needs to compute a new S-KSN.
The Master Node which supports DRB offload shall set the SCG Counter to ‘0’ when the AS key in the associated 5G AS security context is established. The Master Node shall set the SCG Counter to ‘1’ after the first calculated S-KSN, and monotonically increment it for each additional calculated S-KSN. The SCG Counter value '0' is hence used to calculate the first S-KSN. 

If the Master Node decides to turn off the offload connection and later decides to re-start the offloading to the same SN, the SCG Counter value shall keep increasing, thus keeping the computed S-KSN fresh.

The Master Node shall refresh the AS key of the 5G AS security context associated with the SCG Counter before the SCG Counter wraps around. Refreshing the AS key is done using intra cell handover as described in clause 6.9.4.5 of the present specification. When this AS key is refreshed, the SCG Counter is reset to '0'.
6.10.2.3.2 
Security key derivation

The UE and Master Node shall derive the security key S-KSN of the target SN as defined in Annex A.16 of the present specification. KSN-UP-enc, KSN-RRC-int and KSN-RRC-enc are derived from the S-KSN both at the SN side and the UE side as shown on Figure 6.10.2.3.2-1 using the function given in Annex A.8. 
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Figure 6.10.2.3.2-1 Key Hierarchy and key derivation for the UE and SN
6.10.2.4 Negotiation of security algorithms

When establishing one or more DRBs and/or a SRB for a UE at the SN, as shown on Figure 6.10.2.2-1, the Master Node shall forward the UE 5G security capabilities to the SN during the Secondary Node Addition/Modification Request. Upon receipt of SN Addition/Modification Request message, the SN shall choose the security algorithm(s) which have the highest priority from its configured security algorithms list and is also present in the UE 5G security capability. The SN shall include the identifier of the chosen algorithm(s) in the Secondary Node Addition/Modification Request Acknowledge message.
The Master Node shall forward the indication to the UE during the RRC Connection Reconfiguration procedure that establishes the SCG DRBs and/or SRB in the UE. The UE shall use the indicated ciphering algorithm(s) for the SCG DRBs and/or SRB and the indicated integrity algorithm for the SRB.
6.10.2.5 Secondary Node key update
6.10.2.5.1
S-KSN update triggers

The Master Node may update the S-KSN for any reason by using the S-KSN update procedure defined in clause 6.10.2.5.2 of the current specification. The SN shall request the Master Node to update the S-KSN over the Xn-C, when uplink and/or downlink PDCP COUNTs are about to wrap around for any of the SCG DRBs or SCG SRB.

If the Master Node re-keys its currently active AS key in an 5G AS security context the Master Node shall update any S-KSN associated with that 5G AS security context.. 

6.10.2.5.2
S-KSN update procedure

If the Master Node receives a request for S-KSN update from the SN or decides on its own to perform S-KSN update (see clause 6.10.2.5.1), the Master Node shall compute a fresh S-KSN and increment the SCG Counter, as defined in clause 6.10.2.4.  Then the Master Node shall perform a Secondary Node Modification procedure to deliver the fresh S-KSN to the SN. The Master Node shall provide the value of the SCG Counter used in the derivation of the S-KSN to the UE in an integrity protected RRC Connection Reconfiguration procedure. The UE shall derive the S-KSN as described in clause 6.10.2.4.

Whenever the UE or SN start using a fresh S-KSN, they shall re-calculate KSN-UP-enc, KSN-RRC-int and KSN-RRC-enc from the fresh S-KSN.
*** Change 2 (based on TS 33.501 f.0.0) ***

A.8
Algorithm key derivation functions

When deriving keys for NAS integrity and NAS encryption algorithms from KAMF in the AMF and UE or ciphering and integrity keys from KgNB in the gNB and UE, the following parameters shall be used to form the string S.

-
FC = 0x69

-
P0 = algorithm type distinguisher

-
L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)

-
P1 = algorithm identity

-
L1 = length of algorithm identity (i.e. 0x00 0x01)

The algorithm type distinguisher shall be N-NAS-enc-alg for NAS encryption algorithms and N-NAS-int-alg for NAS integrity protection algorithms. The algorithm type distinguisher shall be N-RRC-enc-alg for RRC encryption algorithms, N-RRC-int-alg for RRC integrity protection algorithms, N-UP-enc-alg for UP encryption algorithms and N-UP-int-alg for UP integrity protection algorithms (see table A.8-1). The values 0x00 and 0x07 to 0xf0 are reserved for future use, and the values 0xf1 to 0xff are reserved for private use.

Table A.8-1: Algorithm type distinguishers

	Algorithm distinguisher
	Value

	N-NAS-enc-alg
	0x01

	N-NAS-int-alg
	0x02

	N-RRC-enc-alg
	0x03

	N-RRC-int-alg
	0x04

	N-UP-enc-alg
	0x05

	N-UP-int-alg
	0x06


The algorithm identity (as specified in clause 5) shall be put in the four least significant bits of the octet. The two least significant bits of the four most significant bits are reserved for future use, and the two most significant bits of the most significant nibble are reserved for private use. The entire four most significant bits shall be set to all zeros. 

For the derivation of integrity and ciphering keys used between the UE and gNB, the input key shall be the 256-bit KgNB or S-KSN. For the derivation of integrity and ciphering keys used between the UE and AMF, the input key shall be the 256-bit KAMF.

For an algorithm key of length n bits, where n is less or equal to 256, the n least significant bits of the 256 bits of the KDF output shall be used as the algorithm key.
*** Change 3 (based on TS 33.501 f.0.0) ***

A.16
Derivation of S-KSN for dual connectivity

This input string is used when the Master Node and UE derive S-KSN from KNG-RAN during dual connectivity. The following input parameters shall be used:

-
FC = 0x??
-
P0 = Value of the SCG Counter as a non-negative integer

-
L0 = length of the SCG Counter value (i.e. 0x00 0x02)

The input key shall be KNG-RAN of the Master Node.
************ END OF CHANGES ************
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