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Decision/action requested

It is requested to endorse the proposals in the paper.
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Rationale

3.1
General
SA2 has replied the SA3’s LS S3-180981[1] in S3-181627 [2]. The LS said that

“

The list of NAS parameters that need to be sent uncyphered in the initial NAS message consists of:

-
UE identity

-
Requested NSSAI

-
Last registered TAI

-
UE security information (better determined by SA3), e.g. the ngKSI and the UE security capabilities

-
Additional GUTI

-
indication that the UE is moving from EPC (called “UE status” in TS 24.501)

-
the EPS TAU message

Provided the above parameters are available unencrypted, SA2 has the following questions:

Question 1: in the initial NAS message protection solution proposed by SA3, are the parameters that need to be ciphered always sent once the full security context has been established between the UE and the network?

Question 2: what procedures besides Registration does SA3 expect the initial NAS message protection solution should apply?

”

SA2 listed the unciphered IEs, and SA2 has also asked two questions for more information.

3.2
Answers to the questions

We could answer Q2 at first.

According to TS 33.501 [3], there are two conditions:

1. If the UE does not have a NAS security context, then the UE shall send the cleartext IEs to establish a NAS security. After that, the rest of IEs can be sent in the NAS Security Mode Complete message, which is ciphered.

2. If the UE has a NAS security context, the UE shall partially cipher the initial message. 

For condition 1, it may apply to:

a.  Registration procedure with type of initial registration via 3GPP access (ref. clause 4.2.2.2 in TS 23.502 [4]), because when UE performs initial registration via 3GPP access, the UE does not have a NAS security context. 
b. Registration procedure with type of initial registration via non-3GPP access (ref. clause 4.12.2.2 in TS 23.502 [4]), because when UE performs initial registration via non-3GPP access, the UE does not have a NAS security context.

c. EPS to 5GS idle mode mobility using N26 interface procedure (ref. clause 4.11.1.3.3 in TS 23.502 [4]), because when UE moves from EPS to 5GS, the UE may just have a EPS NAS security context, and it is agreed that there is no protection for the registration request message from 4G to 5G, if the UE does not have a 5G security context.
For condition 2, it may apply to:

a. Registration procedure for Mobility Registration Update upon changing to a new Tracking Area, Periodic Registration Update, and Capabilities or Protocol Parameters Update (ref. clause 4.2.2.2 in TS 23.502 [4]). 
b. Service Request procedure via 3GPP access (ref. clause 4.2.3 in TS 23.502 [4]). 
c. Service Request procedure via Non-3GPP access (ref. clause 4.12.4.1 in TS 23.502 [4]).

Because the UE has a NAS security context in those cases, and the UE can partially cipher the initial NAS message during those procedure.

We observe that:
Observation 1: The initial NAS message protection procedure applies to registration procedure via both 3GPP and non-3GPP access, service request procedure through both 3GPP and non-3GPP access, and EPS to 5GS idle mode mobility using N26 interface procedure.
Proposal 1: Answer to Q2: In addition to initial Registration, SA3 also sees that Service Request and EPS to 5GS idle mode mobility are impacted. Note that SA3 also considers Mobility Registration Update, Periodic Registration Update, and Capabilities or Protocol Parameters Update as part of the Registration.
Secondly, we could answer Q1.

Based on feedback from SA2 and proposed Answer to Q2: we list all the parameters which may be sent in the initial NAS message in Rel15 according 23.502 [4], 

1. For registration procedure: Registration type, SUCI or SUPI or 5G-GUTI, last visited TAI (if available), Security parameters, Requested NSSAI, Mapping Of Requested NSSAI, UE 5GC Capability, PDU Session status, PDU Session(s) to be re-activated, Follow on request, and MICO mode preference.
2. For service request procedure: List of PDU Sessions to Be Activated, List of Allowed PDU Sessions, security parameters, PDU Session status.

3. For EPS to 5GS idle mode mobility using N26 interface procedure: Registration request message additionally including TAU request message.

According to the S3-181627 [2], the remaining IEs which could then be ciphered including: 
Registration type,
Mapping of Requested NSSAI, 
UE 5GC Capability,
PDU Session status,
PDU Session(s) to be re-activated,
Follow on request, MICO mode preference
 List of Allowed PDU Sessions,
But there is currently no confidentiality requirements for these IEs. Besides, several parameters are potential parameters used by the AMF to decide whether to trigger AS SMC procedure, such as Registration type, Mapping of Requested NSSAI. As the discussion is ongoing, therefore we cannot make sure whether these information can be ciphered or not.
Additionally, we note that there is another IE that must not be ciphered, i.e. the EPS TAU message sent in Registration Request when UE moves from 4G to 5G according to 23.401 [5], this message may include UE Core Network Capability, MS Network Capability, Preferred Network behaviour, Support for restriction of use of Enhanced Coverage, old GUTI, Old GUTI type, last visited TAI, active flag, signalling active flag, EPS bearer status, P-TMSI Signature, additional GUTI, eKSI, NAS sequence number, NAS-MAC, KSI, Voice domain preference and UE's usage setting. With EPS TAU message being unciphered, UE 5GC Capability according to UE Core Network Capability and MS Network Capability information may become exposed.
Observation 2: The initial NAS message protection procedure could cipher PDU Session status, PDU Session(s) to be re-activated, Follow on request, MICO mode preference, and List of Allowed PDU Sessions, which have no confidentiality requirement.
Besides, according to CT1 LS S3-181112 [6], it said that
“

The UL NAS TRANSPORT message specified by CT1 in Rel-15 that is used to carry SMS is not an initial NAS message. To support one step MO SMS in CM-IDLE requires to change UL NAS TRANSPORT message as an initial NAS message and a partial ciphering mechanism to protect the carried SMS. After evaluating the benefits and the cost to support this feature, CT1 intends to address the support for MO SMS procedure using one step approach in CM-IDLE in Rel-16.

”

Based on CT1 evaluation, support for one step MO SMS in CM-IDLE requires to change UL NAS TRANSPORT message and newly introduce a partial ciphering mechanism in R-15, so that CT1 decided to put the MO SMS features off to Rel-16.
Since CT1 does not intend to support partial ciphering mechanism for one step SMS, it also makes sense for SA3 to reconsider whether partial ciphering is beneficial. Of course, aligning with CT1 on feature support is also critical so that all working groups are on the same page in R15 and R16. 

If partially ciphering mechanism is not supported in R15, and if the UE performs registration procedure for Mobility Registration Update, the UE cannot partially cipher the initial message even the UE having security context, the UE could only integrity protect the registration request message, the remaining IEs, e.g. PDU Session status, PDU Session(s) to be re-activated, Follow on request, MICO mode preference, and List of Allowed PDU Sessions can still be exposed. 
That makes no sense to leave these IEs sent in the NAS SMP. Then the question for SA3 is: is the solution still useful? 
Observation 3: According to CT1 LS S3-181112 [6], partially ciphering mechanism is not supported in R15, in this case, all the parameters that need to be ciphered are not always sent once the full security context has been established.
Proposal 2: Answer to Q1: Based on CT1 decision not to support partially ciphering mechanism in R15 (CT1 LS S3-181112 [6]), all the parameters that need to be ciphered are not always sent at the same time when the full security context has been established. However, if it is supported in R15, the ciphered parameters could include the following additional IEs, PDU Session status, PDU Session(s) to be re-activated, Follow on request, MICO mode preference, and the List of Allowed PDU Sessions. However, these IEs currently have no confidentiality requirement.
Proposal 3: Reconsider the necessity of the initial NAS protection solution.
4
Detailed proposal

SA3 is requested to endorse the following conclusions.

Observation 1: The initial NAS message protection procedure applies to registration procedure via both 3GPP and non-3GPP access, service request procedure through both 3GPP and non-3GPP access, and EPS to 5GS idle mode mobility using N26 interface procedure.
Observation 2: The initial NAS message protection procedure could cipher PDU Session status, PDU Session(s) to be re-activated, Follow on request, MICO mode preference, and List of Allowed PDU Sessions, which have no confidentiality requirement.
Observation 3: According to CT1 LS S3-181112 [6], partially ciphering mechanism is not supported in R15, in this case, all the parameters that need to be ciphered are not always sent once the full security context has been established.

Proposal 1: Answer to Q2: In addition to initial Registration, SA3 also sees that Service Request and EPS to 5GS idle mode mobility are impacted. Note that SA3 also considers Mobility Registration Update, Periodic Registration Update, and Capabilities or Protocol Parameters Update as part of the Registration.
Proposal 2: Answer to Q1: Based on CT1 decision not to support partially ciphering mechanism in R15 (CT1 LS S3-181112 [6]), all the parameters that need to be ciphered are not always sent at the same time when the full security context has been established. However, if it is supported in R15, the ciphered parameters could include the following additional IEs, PDU Session status, PDU Session(s) to be re-activated, Follow on request, MICO mode preference, and the List of Allowed PDU Sessions. However, these IEs currently have no confidentiality requirement.
Proposal 3: Reconsider the necessity of the initial NAS protection solution.
