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1	Decision/action requested
This contribution proposes text for the overview clause
2	References				
 
3	Rationale					
There is no content in the Overview clause. This contribution proposes text for this clause. 
4	Detailed proposal						
pCR
***	BEGIN of 1st CHANGES	***
[bookmark: _Toc499958714]4	Overview of security aspects of network slicing management
Editor's note:	This clause contains an overview on all security aspects in TR33.811. 
To Rapporteur: The sections of 4.1 and 4.2 below are new 
4.1	High level security requirement
It is specified in TS28.530 [2] that Network Slice can be offered as a Service and a network slice instance can be managed by the service consumer via the management exposure interface. The management of a slice instance includes creating, configuring, or modifying a slice instance, requesting and receiving traffic information, or obtaining information on the service availability and reliability etc.  The management exposure interface is required to be secured and protected against unauthorized access, forging or modification of messages, denial of service attacks, and replay attacks. 
The Network Slice as s Service offered can be characterized by certain properties, e.g. radio access technology, bandwidth, end-to-end latency, reliability, guaranteed / non-guaranteed QoS and security level etc [2]. Network operators may create network slices with different options/parameters based on operators’ policies. For example, the User Plane integrity protection may be set for one network slice instance whereas the integrity protection may not be needed or may be negotiated on demand in another network slice. An authorized communication service provider may request to configure or negotiate the security characteristics of a network slice instance, based on operators’ policies or services offered. A list of security characteristics that have been specified in TS33.501 is given for information in the Annex B. 
4.2	Overview of key issues and solutions
The figure 4.2-1, adapted from that in TS28.530 [2], shows the relationship between the present document and the TS33.501 [x1]. The key issues addressed and the solutions presented in the present document are under the Management view (above the dashed line). The present document firstly addresses the unauthorized access issue of the management interface between the Communication / Management Service Producer and the Communication / Management Service Consumer, illustrated as the interface I1. This interface will be used for the capability configuration / negotiation which is another key issue addressed in the present document. Furthermore, two more security issues are addressed to protect Network Slice Subnet Template and the Network Slice Instance management data, respectively. 


Figure 4.2-1: Illustration of the relationship with TS33.501.

[bookmark: _GoBack]Four potential solutions addressing above security issues have been studied and included in the present document. Solutions in 1.1 address the key issue of the unauthorized access via TLS based mechanisms. The solutions in 2.1 propose OAuth based methods for access to management functions, which may address all above key issues except the unauthorized access. Solutions in 3.1 and 3.2 are meant to protect Network Slice Subnet Templates, in confidentiality and integrity. 
***	END OF 1st CHANGES	***


***	BEGIN of 2nd CHANGES	***
To Rapporteur: Please add the following reference to References Section
[x1] 3GPP TS 33.501: "System Architecture for the 5G System; Stage 2 (Release 15)".
***	END OF 2nd CHANGES	***
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