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1	Decision/action requested
Endorse the proposals with respect to slice management security.
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3	Rationale
[bookmark: _GoBack]3GPP SA5 is working on the following R15 specifications with respect to network slicing management, as captured in its latest status report [3]
· Management and orchestration of networks and network slicing (70% completion, target June 2018)
· TS 28.530 Concepts, use cases and requirements
· TS 28.533 Management and orchestration architecture
· Provisioning of 5G networks and network slicing (60% completion, target June 2018)
· TS 28.531: Management and orchestration of networks and network slicing; Provisioning; Stage 1
· TS 28.532: Management and orchestration of networks and network slicing; Provisioning; Stage 2 and stage 3
· Fault Supervision for 5G networks and network slicing (50% completion, target June 2018)
· TS 28.545: Fault Supervision (FS); Stage 1
· TS 28.546: Fault Supervision (FS); Stage 2 and stage 3
· Assurance data and Performance Management for 5G networks and network slicing (35% completion, target June 2018)
· TS 28.550: Performance Management (PM); Stage 1	
· TS 28.551: Performance Management (PM); Stage 2 and stage 3	
· TS 28.552: NR and NG-RAN performance measurements and assurance data
· TS 28.553: 5G Core Network (5GC) performance measurements and assurance data	
· TS28.554: 5G End to end Key Performance Indicators, performance measurements and assurance data
· Network Resource Model (NRM) for 5G networks and network slicing (50% completion, target Sept 2018)
· TS 28.540: NR and NG-RAN Network Resource Model (NRM); Stage 1	 
· TS 28.541: NR and NG-RAN Network Resource Model (NRM); Stage 2 and stage 3	
· TS 28.542: 5G Core Network (5GC) Network Resource Model (NRM); Stage 1
· TS 28.543: 5G Core Network (5GC) Network Resource Model (NRM); Stage 2 and stage 3	
In Sept 2017, 3GPP SA3 initiated a corresponding study to genearate a technical report TR33.811 on the threats, potential security requirements and solutions for the features of 5G network slicing management. 
The network slice management is responsible for the provision of the network slices, including the creation, management, or termination of network slices, through the network slice management interface. A potential security issue has been identified in TR33.811 with the interface as it may be exposed to communication service customer (CSC). For example, it states in TS28.530 [4] that “Network Slice as a Service (NSaaS) … allows CSC to manage the network slice instance as manager via management exposure interface.” SA5 has also confirmed through LS [2] to SA3 that this interface will be exposed and SA5 is “discussing 5G service based management architecture and specifying management services exposed to communication service providers”. In TS 28.533 [5], the interactions between a management service producer and a management service consumer, e.g. “Request-response” and “notify”, have been specified based on the service based management framework. 
SA5 has also confirmed the planned completion date of the normative work is in June 2018.
Without security protection put in place to the interface, the network slices created will be subject to significant security risks. This may cause undue delay to the 3GPP 5G phase 1 normative work and business deployment, if security work is not completed timely.  This issue has been discussed during SA3 #90 Belgrade meeting and it was agreed that “the network slicing work would not be complete without the security work performed by SA3. A WID was needed to do the normative work”. Therefore, we present the following proposals for SA3 to endorse. 
4	Proposal for Endorsement
The following proposals with respect to security of the slice management interface are upon SA3’s endorsement: 
Proposal 1: A new WID shall be initiated for the normative work of the network slicing management security corresponding to the SA5’s R15 normative work. 
Proposal 2: The normative text shall be added in 
	Option 1: TS33.501 (a new Chapter “14. Slice Managment Interfaces”) 
				Note: SA3 informs SA5 to reference TS33.501 (as SA3 is responsible for Security)
	Option 2: SA5’s TS with normative text from SA3
				Note: SA3 sends SA5 the normative text once completed and requests SA5 to update its TS accordingly

