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1
Decision/action requested

To approve this pCR for the CAPIF-Sec specification TS 33.122
2
References

3
Rationale

The functional relationship of onboarding, authentication, authorization and secure communications with the API Invoker, the CAPIF core, and the AEF requires further clarity and documentation.  This pCR proposes a security flow for documenting the functional authentication and authorization relationship between the API Invoker, CAPIF core and AEF over the CAPIF-1e and CAPIF-2e reference points.
The onboarding flow is proposed in a separate pCR.

4
Detailed proposal

********************* Start of 1st change *************************
5.3 
Authentication and authorization
CAPIF authentication and authorization may be separated into CAPIF-1e authentication and CAPIF-2e authentication and authorization.  Figure 5.3-1 shows the functional security flow for CAPIF-1e authentication while figure 5.3-2 shows the functional security flow for CAPIF-2e authentication and authorization.
Prior to starting the security flow for either CAPIF-1e or CAPIF-2e authentication and authorization, successful onboarding of the API Invoker shall have taken place.
In figure 5.3-1, the security flow starts with the API Invoker entering the CAPIF-1e Authentication state.  The API invoker attempts to establish a TLS connection and authenticate to the CAPIF core over the CAPIF-1e interface per clause 6.3.  Successful authentication results in the optional transfer of CAPIF-2e AEF authentication and authorization credentials and service API information according to the API invoker profile.  The security flow then transitions into the CAPIF-2e Authentication and Authorization state (figure 5.3-2).  Failure of the CAPIF-1e authentication procedure results in the security flow rejecting the API Invoker authentication request, closing secure communications with the API Invoker, and ending the flow.
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Figure 5.3-1: CAPIF-1e authentication
In figure 5.3-2, based on the service API the API Invoker is interested in, the API Invoker entering the CAPIF-2e Authentication and Authorization state for the appropriate AEF and initiates the provisioned authentication and authorization method for that AEF.  The AEF attempts to validates the authentication request and if successful, establishes a secure connection with the API Invoker.  If the AEF does not have the information needed to validate the authorization credentials, the AEF may query the CAPIF core for the needed authorization information.  Success of the CAPIF-2e AEF authentication and authorization procedure results in the security flow moving into the IDLE state.  Failure of the CAPIF-2e AEF authentication and authorization procedure results in the security flow rejecting the API Invoker authentication request, closing secure communications with the API Invoker and ending the flow.

Once in the IDLE state, the AEF awaits a northbound API request by the API Invoker. When the API invoker makes a northbound API request based on known service API information, the AEF receives the northbound API request and attempts to validate the API invoker’s authorization credentials.  If the AEF successfully validates the northbound API request, the AEF then establishes the northbound API with the API invoker for the requested service API.  The security flow then transitions to the AEF hosting active northbound APIs state.  If the northbound API request validation fails for any reason (failed authorization, unknown service API, failure to establish a northbound API, etc), the northbound API request is denied and the northbound API is not established.  A failure to establish a northbound API with the API invoker transitions the security flow back to either the IDLE state or to the AEF hosting active northbound APIs state (if additional northbound APIs are already active for the API invoker).

Note: Once the API Invoker has successfully authenticated to an AEF over the CAPIF-2e interface (entered the IDLE state) and until the authentication is no longer valid, the API Invoker may continue to repeatedly make northbound API requests without re-authenticating.

Once in the AEF hosting active northbound APIs state, the API invoker may make an additional northbound API request, or one of the active northbound APIs may be released.
If the API invoker makes an additional request to establish a new northbound API, the request is validated and if successful a new northbound API is established.  If the request is not successful, the northbound API request is denied and the security flow returns to the AEF hosting active northbound APIs state.
If a northbound API is released, the AEF releases the associated northbound API and the security flow transitions back to either the IDLE state (if no other northbound APIs are active for the API invoker) or to the AEF hosting active northbound APIs state (if other northbound APIs are still active for the API invoker).
If at any time the session between the AEF and the API Invoker is terminated, the AEF closes all active northbound APIs, tears down secure communications with the API Invoker, and ends the flow.
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Figure 5.3-2: CAPIF-2e authentication and authorization
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