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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	
	
	


2.3
Other related Work Items and dependencies
{List here other Work Items which relate to the proposed one but are not part of the hierarchical structure.}

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	720024
	Sponsored Data Connectivity Improvements
	Some enhancements may be developed based on Rel-14 SDCI specification.

	178278
	Study on encrypted traffic detection and verification
	Architectural solutions
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Justification

It is the trend that HTTPS will be widely used for OTT traffic encryption for higher-level security and efficiency. However, it makes operator impossible/difficult to identify those traffic for charging, QoS control, etc. That leads the operator to nothing but a “dumb pipe”. 
In Rel-16, the ENTRADE study item has been triggered to resolve the problem above. Now it has been discussed in SA2 for meetings of two quarters, so far the solutions in TS 23.787 can be put into 3 categories:

1. UE assisted Control-plane based solution

Upon the specific application data appears, UE will report the application id and corresponding filter information for network to detect the following traffic. There needs a coordination between 3rd party and UE and to realize it, some new functionalities like ETRF (Enrypted Traffic Reporting), ETDF (Enrypted Traffic Detection), ETD are introduced.

2. UE assisted User-plance based solution

Upon the specific application data appears, UE will add a Token/AppKey intothe first user plane packet. The Token could be possibily added some parts e.g.

· in the TCP header, e.g. by using a new TCP Option.

· in the TLS header, e.g. by using a new TLS Extension Type.
· in a new IPv6 Extension Header

· Extended header between PDCP and IP layer
To realize the application id transfereing and Token derivation, an ETDF (Encrtpted Traffic Detection Function) embedded in UE and 3rd party function are introduced. And the 3rd party function will provide Appliaction id list to be detected and Token related material to network and UE. The UE may derive the Token based on the Token related material and add it in the user-plane packet for network to detect.

3. Network based solution
The 3rd party will inform the mobile network application id and the corresponding characteristics of the encrypted traffic flow including IP-Tuple, SNI, etc. and then the network will install filter accordingly to perform the encrypted traffic detection.

Regarding the solutions above, some security issues are foreseen, e.g. it may include the as following:

For UE assisted control-plane solution, 

·   if the application id and filter information provided by UE is trusted, i.e., using existing authentication procedure is enough or any additional method is required
For UE assisted user-plane solution,

·   It is FFS if and how the verification is needs that the Token derivation mechanism introduced in SA2 (by UE rather than APP layer) can guarantee that the Token in user plane packet is trusted, or any other mechanism is needed
·   It is FFS for the actual format and calculation of the Application Token, and depends also on whether traffic verification is required or not.
·   Whether the Application Token needs to be added only to the first packet, multiple packets, or all packets of the UL flow depends on whether traffic verification is required or not.
For network based solution, 

·   if the existing security mechanism in SCEF/NEF is enough for network to trust the 3rd party to provide encrypted traffic related information
Currently, in SA2 TR23.787, the alternative solutions from architectural aspects have added several security related ENs, and also clearly add in the architectural assumption the following sentence:

-
solutions shall be able to verify the authenticity of the encrypted traffic detection information if it is provided by the UE or by an AF. The details of this verification should be studied by SA3. 
Therefore, it is proposed to trigger the security related work regarding encrypted traffic detection solutions to guarantee the encrypted traffic related information provided by UE and/or network is trusted, via either control or user-plane, e.g. using existing authentication is enough or any additional mechanism is required.
4
Objective

It is proposed to:  
· Study how to authenticate the service related information (incl. application id, filter info) sent from UE or OTT server, via control plane, user plane.
· Study the security and privacy aspects and impacts for the SA2’s solutions, e.g. the integrity protection of the parameter used for encrypted traffic detection to resist faking, the mapping between traffic identifier and server IP address, end to end security goal etc.; 
· Study the feasibility of and trade-off between the network operator goals and the user expectation.
Specifically speaking, it may e.g. include the following aspects:
For UE assisted control-plane solution, study
·   How to authenticate the application id and filter information provided by UE is trusted, i.e., using existing authentication procedure is enough or any additional method is required
For UE assisted user-plane solution, study
·   how the verification is needed that the Token derivation mechanism introduced in SA2 can guarantee that the Token in user plane packet is trusted, or any other mechanism is needed
·   the actual format and/or calculation of the Application Token, and depends also on whether traffic verification is required or not.
·   whether the Application Token needs to be added only to the first packet, multiple packets, or all packets of the UL flow depends on whether traffic verification is required or not.
For network based solution, study
·   How to make network to trust the OTT server to provide encrypted traffic related information
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Expected Output and Time scale
	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	33.xxx
	Study on security aspects of encrypted traffic detection and verification
	
	
	SA#81
 September 2018
	SA#82
November 2018
	

	
	
	
	
	
	
	


	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments
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Work item Rapporteur(s)
Yang Xu, OPPO, xuyang@oppo.com
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Work item leadership

SA3
8
Aspects that involve other WGs

This work item considers the security aspects.
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Supporting Individual Members
	Supporting IM name

	China Unicom

	China Telecom 
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