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1
Decision/action requested

SA3 is requested to approve the pCR changes in section 4 into TS 33.501.
2
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3
Rationale

We propose to add requirements for UP data and CP data of backhaul and sidehaul. 
Two backhaul interfaces N2 and N3 are introduced in 23.501[3]. N2 is reference point between the (R)AN and the AMF. N3 is reference point between the (R)AN and the UPF. The N2 and N3 reference points are used to connect standalone non-3GPP accesses to 5G Core Network control-plane functions and user-plane functions respectively as depicted in the below figure as defined in clause 4 “Architecture model and concepts” in 23.501 [3] .
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F1 interface and one sidehaul interface Xn are introduced in 38.401 [4]. F1 interface security requirements is included in clause 5.2.9 “Requirements for gNB DU-CU interfaces” in TS 33.501 [1]. The Xn interface is introduced as “supports the exchange of signalling information between two gNBs, and the forwarding of PDUs to the respective tunnel endpoints” in TS 38.420.
Thus, we propose adding security requirements for UP and CP of backhaul and sidehaul and delete the respective enditor’s note.
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4
Detailed proposal
*************** Start of Change 1 ****************
5.2.6
Requirements for handling user plane data for the gNB


1. Any part of a gNB deployment that stores or processes user plane data in cleartext shall be protected from physical attacks. If not the whole entity is placed in a physically secure location, then user plane data in cleartext shall be stored and processed in a secure environment. 
2. The transport of user data over N3 and Xn-U shall be integrity, confidentiality and replay-protected.
NOTE: The use of cryptographic solutions to protect N3 and Xn-U is an operator's decision. In case the gNB has been placed in a physically secured environment then the 'secure environment' includes other nodes and links beside the gNB.
Editor’s Note: User plane security requirement for N3 and Xn-U interfaces need to be moved to a more appropriate clause.
5.2.7
Requirements for handling control plane data for the gNB 


1. Any part of a gNB deployment that stores or processes control plane data in cleartext shall be protected from physical attacks. If not the whole entity is placed in a physically secure location, then control plane data in cleartext shall be stored and processed in a secure environment. 
2. The transport of control plane data over N2 and Xn-C shall be integrity, confidentiality and repla-protected.
NOTE: The use of cryptographic solutions to protect N2 and Xn-C is an operator's decision. In case the gNB has been placed in a physically secured environment then the 'secure environment' includes other nodes and links beside the gNB.
Editor’s Note: Control plane security requirement for N2 and Xn-C interfaces need to be moved to a more appropriate clause.

*************** End of Change 1 ****************
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