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1       Decision/action requested
This contribution proposes the diagrams for key distribution and derivation scheme. 
2       References
 [1]	3GPP TR 33.899 v1.3.0 "Study on the security aspects of the next generation system".
 [2]	3GPP TS 23.501 v1.3.0 "System Architecture for the 5G System".
 [3]         3GPP TS 33.401 v15.2.0 "Security Architecture for SAE".          
3.       Rationale
The main points of key hierarchy are already agreed in SA3#89 meeting, thus, this contribution proposes to add the corresponding key derivation and distribution schemes which are similar to the ones in TS33.401. In this scheme, we propose there are only one set of NAS keys for 3GPP and Non-3GPP accesses. Regarding the derivation of KAMF is not clear yet, it is marked “FFS” for this. In addition, the input parameters for KSEAF derivation are also unclear, it’s also marked “FFS”. Accordingly, the Editor’s Note: Figures similar to those in clause 6.3 of TS 33.401 need to be added is deleted.
Moreover, given that the term “key material” in clause 6.2.2 is a little confusing. It is necessary to add a NOTE to make it clearer.
4. Detailed Proposal
*****************Beginning of FIRST CHANGE **********************
[bookmark: _Toc483244687][bookmark: _Toc483315421][bookmark: _Toc483409291][bookmark: _Toc490577314][bookmark: _Toc496020398][bookmark: _Toc496020855][bookmark: _Toc496867043][bookmark: _Toc500341265][bookmark: _Toc501107035][bookmark: _Toc501369917][bookmark: _Toc501741805]3.1	Definitions
…
Subscription Identifier De-concealing Function: This service is offered by the network function UDM  in the home network of the subscriber. The Subscription Identifier De-concealing Function (SIDF) is responsible for de-concealing the SUPI from the SUCI. 
Subscription Concealed Identifier: The SUbscription Concealed Identifier (SUCI) is a one-time use subscription identifier, which contains the concealed subscription identifier, e.g., MSIN.
Security Anchor Function: it serves as the anchor for security in 5G.
UE 5G Security Capability: The UE security capabilities for 5G AS and NAS.
Authentication key material: Authentication keys and related parameters that are used to mutually authenticate the UE and network and provide other keys for use between the UE and network.
Editor’s Note: The term “network” used in the above definition needs to be clarified.
….
[bookmark: _GoBack]example: text used to clarify abstract rules by applying them literally.

**********************End of FIRST CHANGE ************************
*****************Beginning of Second CHANGE ********************
[bookmark: _Toc496020468][bookmark: _Toc496020925][bookmark: _Toc496867113][bookmark: _Toc500341336][bookmark: _Toc501107106][bookmark: _Toc501369988][bookmark: _Toc501741876]6.2.2	Key derivation and distribution scheme
Editor’s Note: The content of this clause is meant to correspond to TS 33.401, clause 6.2, more precisely the parts related to the key derivation and distribution scheme.
Editor's Note: Figures similar to those in clause 6.3 of TS 33.401 need to be added.
Editor’s Note: Keys relating to encryption of the permanent subscriber identity need to be added here.  
[bookmark: _Toc496020469][bookmark: _Toc496020926][bookmark: _Toc496867114][bookmark: _Toc500341337][bookmark: _Toc501107107][bookmark: _Toc501369989][bookmark: _Toc501741877]6.2.2.1	Keys in network entities
Keys in the ARPF
The ARPF shall store the long-term key K. The key K shall be 128 bits or 256 bits long. 
During an authentication and key agreement procedure, the ARPF shall generate authentication key material from K that it forwards to the AUSF. The generation of this authentication key material is specific to the authentication method and is specified in clause 6.1.3.
For 5G AKA, the ARPF shall generate key KAUSF according to the Annex A.2.
Keys in the AUSF
The AUSF shall generate the anchor key, also called KSEAF, from the key material received from the ARPF during an authentication and key agreement procedure.
The AUSF may generates a further key KAUSF from the authentication key material received from the ARPF for EAP-AKA’ as specified in clause 6.1.3.1. This further key may be stored in the AUSF between authentication and key agreement procedures. 
The AUSF shall generate the anchor key, also called KSEAF, from the authentication key material received from the ARPF during an authentication and key agreement procedure.
Keys in the SEAF
The SEAF receives the anchor key, KSEAF, from the AUSF upon a successful primary authentication procedure in each serving network.
The SEAF shall never transfer KSEAF to an entity outside the SEAF.
The SEAF shall generate KAMF from KSEAF immediately following the authentication and key agreement procedure and hands it to the AMF.
NOTE: 	This implies that a new KAMF, along with a new KSEAF, is generated for each run of the authentication and key agreement procedure.
NOTE: 	The SEAF is co-located with the AMF.
Editor’s Note: It is ffs whether the following is true: KSEAF is no longer needed after KAMF has been derived and can be deleted. This may change if SEAF becomes an entity deployed separately from AMF and where a SEAF can be connected to multiple AMFs. 
Keys in the AMF
The AMF receives KAMF from the SEAF or from another AMF. 
The AMF shall derive a key K’AMF from KAMF for transfer to another AMF set in inter-AMF mobility. The receiving AMF shall use K’AMF as its key KAMF. 
Editor’s Note: This depends on decisions on inter-AMF mobility. 
NOTE: The precise rules for key handling in inter-AMF mobility can be found in clause 6.5. 
The AMF shall generate keys KNASint and KNASenc dedicated to protecting the NAS layer.  
Editor’s Note: it is ffs whether one or more instances of KNASint and KNASint are required at a time. 
The AMF shall generate access network specific keys from KAMF. In particular, 
-	the AMF shall generate KgNB and transfer it to the gNB.
-	the AMF shall generate NH and transfer it to the gNB, together with the corresponding NCC value.
The AMF may also transfer an NH key, together with the corresponding NCC value, to another AMF, cf. clause 6.5 “Security handling in mobility”.
Editor’s Note: the mentioning of NH depends on the assumption that a mechanism similar to vertical key derivation in EPS is used also with 5G NR access networks. 
-	the AMF shall generate KN3IWF and transfer it to the N3IWF. 
Keys in the gNB
The gNB receives KgNB and NH from the AMF. 
The gNB shall generate all further keys dedicated to protecting the 5G NR from KgNB and /or NH.  
Keys in the N3IWF
The N3IWF receives KN3IWF from the AMF. 
The N3IWF shall use KN3IWF as the key MSK for IKEv2 between UE and N3IWF in the procedures for untrusted non-3GPP access, cf. clause 11. 
Figure 6.2.2-1 shows the dependencies between the different keys, and how they are derived from the network nodes point of view. 

Figure 6.2.2-1 Key distribution and key derivation scheme for 5G for network nodes
[bookmark: _Toc496020470][bookmark: _Toc496020927][bookmark: _Toc496867115][bookmark: _Toc500341338][bookmark: _Toc501107108][bookmark: _Toc501369990][bookmark: _Toc501741878]6.2.2.2	Keys in the UE
For every key in a network entity, there is a corresponding key in the UE.
Figure 6.2.2-2 shows the corresponding relations and derivations as performed in the UE.
Editor’s note: Figure needs to be updated according to the determination of the keys which should be stored in USIM. 
Editor’s note: Figure needs to be updated according to the decision of KAUSF storage in USIM.

Figure 6.2.2-2 Key distribution and key derivation scheme for 5G for the UE
Keys in the USIM
The USIM shall store the same long-term key K that is stored in the ARPF. 
During an authentication and key agreement procedure, the USIM shall generate authentication key material from K that it forwards to the ME.
Editor’s Note: the function split between USIM and ME is ffs. This function split is also likely to depend on whether a legacy USIM is used. 
Keys in the ME
Editor’s Note: tba, in line with the keys in network entities above.
******************* End of Second CHANGE ***************************
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