3GPP TSG SA WG3 (Security) Meeting #90
S3-180426
22 – 26 January, 2018, Gothenburg, Sweden
revision of S3-180100, S3-180270, and S3-180285
Source:
Huawei, Hisilicon, Ericsson
Title:
AS Security Negotiation and Activation
Document for:
Approval
Agenda Item:
7.2.4.2
1
Decision/action requested

SA3 is kindly requested to approve this pCR as in section 4 into TR 33.501 v0.6.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)
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3GPP TS 33.501 v0.6.0, Security Architecture and Procedures for 5G System.

[2]
3GPP TS 23.501 v1.3.0 System Architecture for the 5G System.
[3]
3GPP TS23.502 v0.6.0 Procedures for the 5G System

3
Rationale

This contribution propose the following procedures inline with SA3 UP security agreement that was reached during SA3#89 and is documented in the Editor’s Note in clause 6.

· AS security mode command procedure

· AS UP security activation procedure

In addition, this contribution propose deleting the respective parts of the Editor’s Note under clause 6.
4
Detailed proposal
*************** Start of “Change 1” ****************
6.7.4
AS security mode command procedure

Editor’s Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.4.5, which is about AS security mode command procedure.
The AS SMC procedure is for RRC and UP security algorithms negotiation and RRC security activation. The activation of UP security is as described in clause 6.6.x. AS SMC procedure consists of a roundtrip of messages between gNB and UE. The gNB sends the AS security mode command to the UE and the UE replies with the AS security mode complete message. See figure 6.7.4-1.

The AS security mode command message sent from gNB to UE shall contain the selected RRC and UP encryption and integrity algorithms. This AS security mode command message shall be integrity protected with RRC integrity key based on the current KgNB. 

The AS security mode complete message from UE to gNB shall be integrity protected with the selected RRC algorithm indicated in the AS security mode command message and RRC integrity key based on the current KgNB. 

RRC downlink ciphering (encryption) at the gNB shall start after sending the AS security mode command message. RRC uplink deciphering (decryption) at the gNB shall start after receiving and successful verification of the AS security mode complete message. 

RRC uplink ciphering (encryption) at the UE shall start after sending the AS security mode complete message. RRC downlink deciphering (decryption) at the UE shall start after receiving and successful verification of the AS security mode command message.

If any control of the AS security mode command is not successful in the UE, the UE shall reply with an unprotected security mode failure message (see TS 38.331[22]).

Ciphering and integrity protection of UP downlink and uplink, at the UE and the gNB, shall start as defined by Clause <6.6.x>.
AS SMC shall be used only during an initial context setup between the UE and the gNB (i.e., to activate an initial KgNB at RRC-IDLE to RRC-CONNECTED state transition). 

NOTE: Derivation of a KgNB at RRC-IDLE to RRC-CONNETED state ensures that AS SMC establishes a fresh KgNB. Consequently, the PDCP COUNTs can be reset.

Editor’s Note: Whether AS SMC can be used to negotiate algorithms for SgNB after UE initial attach to the MgNB is FFS and depends on RAN2 decision.
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Figure 6.7.4-1: AS Security Mode Command Procedure
*************** End of Change 1****************
*************** Start of Change 2 ****************
6.6.x
UP security activation procedure
Editor's Note: This subclause is currently a placeholder. The content of this subclause is meant to describe how UP security activation is done, including aspects like activation of confidentiality and integrity protection, obtaining security policy, handling conflict between RAN and CN, etc.  The content should be according to agreements recorded as EN under Clause 6. 

AS UP integrity protection and ciphering activation is done as part of the DRB addition procedure using RRC Connection Reconfiguration procedure as described in this clause, see figure 6.6.x-1. 
After receving PDU session establishement message, SMF retrives security policy, which is defined in 38.413 [XX], based on SUPI and other information, such as DNN. SMF then sends the security policy to the gNB.  
The RRC Connection Reconfiguration Request message sent from the gNB to the UE for UP security activation shall contain an indication for the activation of UP encryption and integrity protection according to the security policy. This message shall be integrity protected using RRC security context that was negotiated and activated as part of the AS security mode command procedure as described in clause 6.7.4.
Similarly, the RRC Connection Reconfiguration Complete message from UE to gNB shall be integrity protected using the same RRC security context used to protect the RRC Connection Reconfiguration message.
If user plane integrity protection is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP integrity protection for such DRB using the UP integrity key that is derived based on the current KgNB shall start at the gNB after gNB receives and successfully verifies the RRC Connection Reconfiguration Complete message.
If user plane integrity protection is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP integrity protection for such DRB using the UP integrity key that is derived based on the current KgNB shall start at the UE after the UE receives and successfully verifies the RRC Connection Reconfiguration message.
If user plane ciphering is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP ciphering of downlink traffic for such DRB using the UP ciphering key that is derived based on the current KgNB shall start at the gNB after gNB sends the RRC Connection Reconfiguration message.
If user plane ciphering is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP deciphering of uplink traffic for such DRB using the UP ciphering key that is derived based on the current KgNB shall start at the gNB after gNB receives and successfully verifies the RRC Connection Reconfiguration Complete message.
If user plane ciphering is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP deciphering of downlink traffic for such DRB using the UP ciphering key that is derived based on the current KgNB shall start at the UE after the UE receives and successfully verifies the RRC Connection Reconfiguration message.
If user plane ciphering is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP ciphering of uplink traffic for such DRB using the UP ciphering key that is derived based on the current KgNB shall start at the UE after the UE sends the RRC Connection Reconfiguration Complete message.
If UP integrity protection is not enabled for a specific DRB, the gNB and the UE shall not integrity protect the traffic of such DRB.
If UP ciphering is not enabled for a specific DRB, the gNB and the UE shall not cipher the traffic of such DRB.
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Figure 6.6.x-1: User Plane security activation
*************** End of Change 2 ****************
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