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1
Decision/action requested

This document updates the Living document on security for SBA with agreed set of IPX related security tasks for 5G Phase 1. SA3 is requested to approve the update.
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3
Rationale

In the IPX Security Conference call held on December 14th, 2017, Nokia/DT presented a paper with proposal for prioritization of IPX related security work for Phase 1. The recommendation of the paper (clause 4.2.2) was taken as general agreement on the proposed way forward for IPX related Phase 1.
This document incorporates the agreements into the living document [2] for SBA security.
4
Detailed proposal
***
BEGIN CHANGES
***
4.1 Endorsed working assumption for SBA

Following security goals for further work on SBA is endorsed:
Goal #1
The following aspects need to be standardized for 5G SBA in Rel-15:

1. message origin authentication
“Who is the real sender?”

2. message integrity protection
“Was the message modified?”

3. cross-layer antispoofing enforcement
“Do identities (addresses etc.) used on different protocol layers all belong to the same sender?”

4. message content authorization
“Is the consumer legitimized to request or be subscribed to a specific service offered by the producer?”
Goal #2
Goal #1 is relevant for all procedures during registration, discovery, and communication between NF Service Consumer and Provider.

Goal #3
A 5G signalling edge proxy is required to protect traffic crossing a security domain boundary, and thus needs to be included in the architecture.

Goal #4
Authorization should consider the network edge, each NF, and the NRF.

Goal #5
5G CN signalling needs to support hop-by-hop security for message transport, and end-to-end security for sensitive parts of messages.

Goal #6
Define specific security requirements of the new signalling protocol stack[4], at least for JSON, and consider implementation recommendations.

The following proposals are taken as the basis for future work on security for service based interconnect interfaces.

Proposal 1: Add in the 5G architecture a network element at the edge of the service provider network that allows for interconnect security to be implemented, in addition to other security policies such topology hiding etc.

Proposal 2: Implement application layer security at the edge of the network.

Proposal 3: Add in the 5G architecture the possibility for active intermediate security nodes that may manipulate application layer information as it traverses through it.

Proposal 4: Take FS.19 – Diameter Interconnect Security, as the basis to identify Information elements (IEs) that need e2e protection in 5G SBA.

Proposal 5: Map identified IEs into one of the protection categories identified in clause 4.1.5 of S3-173486 [7].
4.1.1
Prioritization of IPX related security work for Phase 1

SA3 has come to an agreement that the following tasks are necessary to implement for Phase 1.
Task 1: 
Define SEPP and its functionality

Task 2:
Define a mechanism/protocol allowing SEPPs to protect application layer information on the N32 interface.

Task 3:
Identifying all IEs that require e2e protection 

a. Integrity protect ALL IEs e2e. This would eliminate the need to identify and categorize IEs in phase 1. 

NOTE: The implication of this is that in phase 1 there is no support for intermediate nodes in IPX network to manipulate IEs that are in transit. 

b. Confidentiality protection is mandated ONLY for Authentication vector IEs, cryptographic material, Location Data (e.g. Cell ID and Physical Cell ID). In addition, SUPI may be confidentiality protected.
Task 4:
Come up with a protection scheme that will provide e2e confidentiality protection for AVs and e2e integrity protection, replay protection for ALL information transferred on N32.
Task 5:
Determination of where to implement e2e security – in SEPP or in individual NFs

NOTE: There was agreement at the call that e2e security shall be implemented in SEPP
Task 6:
Key distribution and management aspects. 
NOTE:  SA3 has also discussed that TLS may be used in Phase 1 as a security solution between SEPPs, in case  any of the above identified tasks cannot be completed in Phase 1.
***
END OF CHANGES
***
