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1
Decision/action requested

SA3 is kindly requested to agree to the described change to TS 33.501
2
References

[1]
S3-173407 – DESS Update and Requirements for Securing Inter-PLMN Signalling Interfaces in 5G
3
Rationale

SA3 received a set of guideline requirements by GSMA FASG DESS at their last meeting [1]. In it, DESS describes different levels of security recommended for protecting attributes on the interconnect, e.g. integrity protection or confidentiality protection. Given that SA3 will work to abide by these recommendations, ensuring the confidentiality of Authentication Vectors (AV) seems reasonable and non-contentious, since on transit between PLMN operators this information is definitely not needed. However, one can think of additional data that – for the sake of user privacy – should stay confidential between two roaming partners. We identified “Cell ID” and “Physical Cell ID” as such attributes, that would degrade a user’s privacy when being picked up by 3rd parties and propose to apply confidentiality protection to those as well.
4
Detailed proposal

9.1.3
Service Based Interfaces 

9.1.3.1
General
Editor's Note: Service Based Interfaces use HTTP/2 which natively supports TLS 1.2. It is FFS if the use of TLS 1.3 should be mandated when using TLS and whether additional security measures (e.g Protecting JSON data using JOSE) are required.

Editor's Note: This clause is to take into account the NF registration and authentication procedure.

9.1.3.2
Protection at the network or transport layer

Editor's Note: Solutions in this subclause may apply, in particular, when there are no intermediaries modifying messages, e.g. in intra-domain situations.   

Editor's Note: Is to be considered here e.g. whether TLS would be more suitable than IPsec (NDS/IP) for service based interfaces. 

9.1.3.3
Protection at the application layer
Integrity protection shall apply to all attributes transferred over the N32 interface.

The following attributes shall additionally be confidentialiy protected when being sent over the N32 interface:

-
Authentication Vectors

-
Location data, i.e. Cell ID and Physical Cell ID
Editor's Note: Solutions in this subclause may apply, in particular, when there may be intermediaries modifying messages, e.g. in roaming situations.   

Editor's Note: This subclause is to include solutions satisfying the requirements on e2e security in clause 5.7. It is ffs whether the work performed by GSMA FASG DESS on e2e security for selected DIAMETER AVPs can be somehow utilized here. It is to also take into account solutions 10.1 and 10.2 in clause 5.10.4 of TR 33.899. When the solution(s) involve a Public Key Infrastructure then details of the use of the PKI are to be provided, e.g. by reference to TS 33.310. 
