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1
Decision/action requested

It is proposed to add a new solution to the living document on “Security of PLMN/RAT selection policies for roaming”.
2
Detailed proposal

The document describes a new solution of handling the key management via AUSF. 
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*** FIRST CHANGE *** 

Living Document
· 1.
References

[y]
3GPP TS 23.502: " Procedures for the 5G System; Stage 2". 

*** SECOND CHANGE *** 

4. 
Solutions
Editor’s Note: The subclause is used to capture all potential solution agreed in SA3 meeting.
4.x
 Solution #x: Key management via AUSF
4.x.1
Introduction

This solution assumes that the KAUSF would be used to protect the network steering information, however, another NF, such as UDM, needs a further key (i.e. a key for a home service, KHS) derived from KAUSF. This means that the AUSF would need to publish a new service for other NFs in HPLMN to subscribe to key management services hosted by the AUSF. 
4.x.2
Solution details 

TS 23.502 [y] v15.0.0. clause 5.2.10 currently lists only one service for AUSF, i.e. Nausf_UEAuthentication. This solution proposes that since AUSF may store the home root key KAUSF, it could also expose a service for other NFs in the HPLMN to distribute, and update further keys derived from the KAUSF. 
4.x.2.1
REQUEST/RESPONSE  

The following table illustrates a new AUSF service of deriving home keys by request, called Nausf_UEHomekey. This is a Request/Response service. Every time the NF service consumer needs a new key, it needs to separately request the AUSF to derive a fresh one from KAUSF. 
	Service Name
	Service Operations
	Operation

Semantics
	Example Consumer(s)

	Nausf_UEHomekey
	HomeKeyUpdate 
	Request/Response  
	UDM 


Service Description: the AUSF provides a fresh, UE specific home key to the requester NF. 
Service operation name: Nausf_UEHomekey.
Description: Derives a fresh UE specific home key for a service. 
Input, Required: Requester ID, SUPI, service name (e.g. home protected UE configuration updates).

Input, Optional: None.

Output, Required: Service specific fresh master key KHS derived from KAUSF.
Output, Optional: None.

Figure 4.x.2.1-1 demonstrates the potential flow for Nausf_UEHomekey.
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Figure 4.x.2.1-1: Nausf_UEHomekey
1. The UE is authenticated. The UE and the AUSF stores the KAUSF.
2. The NF Service Consumer (e.g. UDM) sends Nausf_UEHomekey_Request message to the AUSF. The request specifies which home service the key is needed for. 
3.
The AUSF generates a new, service specific home key KHS from KAUSF, and sends it in the Nausf_UEHomekey_Response message to the NF Service Consumer.

4.x.2.2
SUBSCRIBE/NOTIFY  

The following table illustrates a new AUSF service of distributing, and updating home keys, called Nausf_UEHomekeyMgmt. This is a Subscribe/Notify service, and every time the AUSF stores a new KAUSF, it will also update corresponding keys in other NFs. 
	Service Name
	Service Operations
	Operation

Semantics
	Example Consumer(s)

	Nausf_UEHomekeyMgmt
	HomeKeyManagement
	Subscribe/Notify 
	UDM 


Service Description: the AUSF provides UE specific home key management service to the requester NF. 
Service operation name: Nausf_UEHomekeyMgmt.
Description: Generates and maintains a home key for a service. 
Input, Required: Requester ID, SUPI, service name (e.g. home protected UE configuration updates).

Input, Optional: None.

Output, Required: Service specific fresh master key KHS derived from KAUSF.
Output, Optional: None.

Figure 4.x.2.2-1 demonstrates the potential flow for Nausf_UEHomekeyMgmt.
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Figure 4.x.2.2-1: Nausf_UEHomekeyMgmt
1.
The NF Service Consumer (e.g. UDM) sends Nausf_UEHomekeyMgmt_Subscribe message to the AUSF. The request specifies which home service the key is needed for. 
2.
The UE is authenticated. The UE and the AUSF stores the KAUSF.

3.
The AUSF generates a new, service specific home key KHS from KAUSF, and sends it in the notification message to the NF Service Consumer.

4.x.3
Evaluation

*** END *** 
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