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1
Decision/action requested

Approve the pCR below
2
References

3
Rationale

SA3 has agreed during conference calls that it shall be possible to use TLS within a PLMN. This contribution adds the agreement to the specification. As HTTP/2 and 3GPP have specified TLS profiles SA3 should clarify how these two profiles coexist. Note that the use of TLS within a PLMN does not imply that TLS must be used between PLMNs or that a global PKI is required. 

Note also that SA2 has specified that the NRF might inject proxies by modifying the FQDN returned by the NRF. This means that the NRF might inject proxies that terminate TLS connections if nessecary. As operators have full control over accepted certificates in the NFs it is also possible to allow interception using for example locally trusted certificates.
4
Detailed proposal

***** First Change *****
9.1.3.2
Protection at the network or transport layer



All network functions shall support TLS. If TLS is used for service based interfaces, all network functions shall use both server-side certificates and client-side certificates for authentication. 
The TLS profile shall follow the profile given in Annex E of TS 33.310 [5] with the restriction that it shall be compliant with the profile given by HTTP/2 [X].
TLS shall be used within a PLMN unless network security is provided by other means.
***** End of Changes *****
