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1. Overall Description:
SA3 thanks CT4 for their LS on use of Subscriber Identity in HTTP URI.
SA3 considers Subscriber Identity (SUPI) to be sensitive information belonging to a subscriber and has agreed that it needs to be concealed over the air. Towards that SA3 has defined a new identifier called Subscription Concealed Identifier (SUCI), which is used to protect the privacy of the subscriber, and sent as a replacement for SUPI whenever the subscriber identifier is to be sent on interfaces that are vulnerable to attacks.

Additionally, SA3 has decided that in Phase 1, the SUPI 
and Authentication Vectors shall be confidentiality protected over the interconnect.
SA3 would also like to inform CT4 that work on securing Service Based Interfaces has started in SA3 and there are options being discussed on how to secure application layer information included in HTTP message, when it is sent over the inter-PLMN interconnect interfaces. 
Given SA3’s constrained timeline for Phase 1, the current direction in SA3 is to design a solution that does not confidentiallity protect the URI when a HTTP message is sent outside the PLMN over the interconnect interface. Note also that the proposed solution leaves the HTTP URI, HTTP method and HTTP headers unprotected in Phase 1. 
It is therefore SA3’s recommendation that:
a) SUPI must not be included in HTTP URI for requests that may travel over the interconnect. The reason being that the URI needs to be read by intermediaries in the IPX. Further this also implies that no other sensitive information should be included the URI.
b) All sensitive information should be stored in HTTP message body. 
2. Actions:

To [CT4] group.

ACTION: 
SA3 kindly asks CT4 to take the reply into consideration.
3. Date of Next TSG-SA WG3 Meetings:

SA3#90AH
26 February - 2 March 2018
San Diego (US)

SA3#91 
16 - 20 Apr 2018 Belgrade
�This draft is based on Nokias contribution to IPX conf call #2 (draft_S3-17abcd_LS_reply_on_SUPI_in_URI) and merged with Ericssons contribution also provided to the IPX conf call #2 (S3-18xxxx_Reply_LS_to_C4-176395).


�Agreement must be made before sending





