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1
Decision/action requested

This contribution provides the key handling for mobility in RRC-INACTIVE state in clause 6.8.2.2 in TS 33.501. 
2
References

[1]
 TS 33.501 v. 0.6.0
[2]
 TS 38.300 v.1.1.1
3
Rationale

This contribution provides the security solution for mobility in RRC Inactive state in clause 6.8.2.2 in TS 33.501 [1]. 
3.1
Background
The following clauses in 9.2.2.3 and 9.2.2.5 in TS 38.300 [2] describes mobility in RRC-INACTIVE state 

9.2.2.3
RAN-Based Notification Area

A UE in the RRC_INACTIVE state can be configured with an RNA, where:

-
the RNA can cover a single or multiple cells, and can be smaller than CN area;

-
a RAN-based notification area update (RNAU) is periodically sent by the UE and is also sent when the cell reselection procedure of the UE selects a cell that does not belong to the configured RNA.

There are several different alternatives on how the RNA can be configured:

-
List of cells:

-
A UE is provided an explicit list of cells (one or more) that constitute the RNA.

-
List of RAN areas:

-
A UE is provided (at least one) RAN area ID, where a RAN area is a subset of a CN Tracking Area;

-
A cell broadcasts (at least one) RAN area ID in the system information so that a UE knows which area the cell belongs to.

9.2.2.5
RNA update

The following figure describes the UE triggered RNA update procedure when it moves out of the configured RNA involving context retrieval over Xn:
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Figure 9.2.2.5-1: RNA update procedure

1.
The UE resumes from RRC_INACTIVE, providing the I-RNTI allocated by the last serving gNB and appropriate cause value, e.g., RAN notification area update.

2.
The gNB, if able to resolve the gNB identity contained in the I-RNTI, requests the last serving gNB to provide UE Context.
3.
The last serving gNB provides UE context.

4.
The gNB may move the UE to RRC_CONNECTED, or send the UE back to RRC_INACTIVE state or send the UE to RRC_IDLE. If the UE is sent to RRC_IDLE, the following steps are not needed. 

5.
If loss of DL user data buffered in the last serving gNB shall be prevented, the gNB provides forwarding addresses.

6./7. The gNB performs path switch.

8.
The gNB triggers the release of the UE resources at the last serving gNB.

4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 
*** BEGIN CHANGES *** 
6.8.2
Key handling at RRC state transitions

6.8.2.1 
Key handling at transitions between RRC-INACTIVE and RRC-CONNECTED states

Editor's Note: The content of this subclause is about key handling in state transitions from RRC-INACTIVE to RRC-CONNECTED and from RRC-CONNECTED to RRC-INACTIVE.

6.8.2.2
Key handling during mobility in RRC-INACTIVE state

Editor's Note: The content of this subclause is about key handling during mobility in RRC-INACTIVE state.
6.8.2.2.1
General

A UE in RRC-INACTIVE state can move within an area configured by the NG-RAN i.e. a RNA (RAN-based Notification Area) without notifying the NG-RAN. 

The purpose of this procedure is to allow the UE to notify the network if it moves out of the configured RNA.The UE and last serving gNB store the AS security context in RRC_INACTIVATE state and reactivate the AS security context when the UE moves out of the configured RNA and need to notify the network.
6.8.2.2.2
RAN-based notification area update to a new eNB

When the UE decides to initiate the RAN-based notification area procedure as the UE has moved out of the configured RNA and needs to notify the network, then the UE, the target gNB, the source gNB and the AMF shall proceed as described in clause 6.8.2.1.3 with the following deviations:

After the target gNB retrieved the UE context including the AS security context from the source gNB, derived the new AS keys, initialized all its PDCP COUNTs to zero and activated the new AS keys in PDCP layer, the target gNB shall respond with a RRC Connection Inactive message (instead of a RRC Connection Resume as described in clause 6.8.2.1.3) to the UE as described in clause 6.8.2.1.2 on SRB1, integrity protected and encrypted in PDCP layer using the new AS keys.  
6.8.2.2.3
RAN-based notification area update to the same gNB

The target gNB may be the same as the source gNB in the description in the previous subclause. If so the single gNB performs the roles of both the source and target gNB. In particular, a new KgNB* shall be derived even if the UE is resuming to the same cell from where it was sent to Inactive state.  
***** End of Changes *****
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