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1
Decision/action requested

This pCR proposes a normative text for handover from EPC to 5GC
2
References

None
3
Rationale

Based on the agreements made in SA3#89 in Reno (S3-173521), it is proposed to adopt the following normative text to update the 4G to 5G handover procedure in TS 33.501. In particular, this paper reflects the following agreements.

S3-173457 (E///)

Proposal 1: The security mechanisms for interworking shall maintain at least the same level of security compared to 4G. 

Proposal 2: The security mechanisms for interworking shall not prevent the independent evolution of 5G security.

=> For this, a full key hierarchy including KSEAF is established by the AMF upon receiving the EPS security context from the source MME.

S3-173232 (HW)

Proposal 1: It’s mandatory to support interworking with legacy MMEs.

=> For this, the target AMF is seen as an MME from the source MME and therefore the security context suppied to the target AMF is prepared in the same way as is done for MME change in EPC.
S3-173304 (QC)

Proposal #3: To support interworking with a legacy MME, AMF shall be able to create a 5G security context using the EPS security context received from MME.  Furthermore, AMF shall be able to set a key usage information (e.g., native or mapped) to the 5G security context.
=> For this, the AMF shall create a 5G security context using the EPS security context received from the source MME.

S3-173304 (QC)

Proposal #4: AMF shall be able to reuse native 5G security context if available.
=> for this, the UE shall provide the the 5G-GUTI as an additional GUTI in the Registration Request if the UE has a native 5G security context established during the previous visit to 5GS.
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Detailed proposal
It is proposed that SA3 accept the below pCR for inclusion in TS 33.501.
***
BEGIN OF FIRST CHANGE
***
8.x.y
EPC to 5GC Handover

When an MME performs a handover procedure to 5GC, the MME shall prepare the UE context for the AMF and provide it to the AMF over N26. The MME shall derive a {NH, NCC} pair and pass it to AMF as a part of the security context. 

NOTE: In the present release, SEAF is collocated with AMF. Therefore, the security context received from the MME and supplied to the SEAF part of the AMF to create a mapped 5G security context.
The SEAF shall derive a mapped KSEAF using the KASME and NH. NH is used as a freshness parameter. The SEAF shall derive a KAMF from the KSEAF as specified in the Annex A.7 of the present specification and provide the KAMF to the AMF. Then, the AMF shall derive a KgNB from the KAMF as specified in Annex 9 of the present specification. 

Editor’s Note: the KgNB derivation details are FFS.

NOTE: The AMF derives an initial KgNB using the KAMF instead of using the {NH, NCC} pair received from the MME.

The AMF shall provide KgNB and the UE 5G security capabilities to the target gNB. The AMF shall further provide the selected NAS security algorithms to the target gNB.
NOTE: The selected NAS security algorithms are sent to the UE in a transparent container during the handover signalling. 

If the UE has a native 5G security context established during the previous visit to 5GS, then the UE shall provide the associated the 5G-GUTI as an additional GUTI in the Registration Request. The AMF shall retrieve the native security context using the 5G-GUTI. The AMF may activate the native KAMF by performing a NAS SMC procedure after the completion of the handover procedure.
***
END OF FIRST CHANGES
***
