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1	Decision/action requested
This contribution identifies the security threats to the key KAMF. The solutions attempting to address these security issues are compared in terms of their functionalities.   The proposals used to determine the best solution used for 5G system are presented. 
2	References
[1]	3GPP TS 33.501 v0.6.0
[2]	3GPP TR 33.899
[3]    “	The Great SIM Heist – How Spies Stole the Keys to the Encryption Castle”, https://theintercept.com/2015/02/19/great-sim-heist/.
[4]		“German researchers discover a flaw that could let anyone listen to your cell calls.”
https://www.washingtonpost.com/news/the-switch/wp/2014/12/18/german-researchers-discover-a-flaw-that-could-let-anyone-listen-to-your-cell-calls-and-read-your-texts/.
[5]	J. Arkko, K. Norrman, and V. Torvinen, Perfect-Forward Secrecy for the Extensible Authentication Protocol Method for Authentication and Key Agreement (EAP-AKA' PFS), draft-arkko-eap-aka-pfs-00, October 30, 2017
[6]	S3-173047, SA3#89, Protecting sensitive information transmitted between operators – SBA, ZTE
[7]	S3-173263,SA3#89, pCR to 33.501 - DH procedure with SEAF for protection against passive eavesdropping, Vodafone.
[8]	S3-173156, SA3#89,Enforcement of Session Key with DH Procedure in Serving Networks, Huawei
[9]	S3-173327, SA3#89,Adding Security Mode of the Session key to the SMC procedure, CMCC
3	Rationale
The key issues #2.2 and #3.1 in TR 33.899 show that the key KAMF may be compromised due to the long-term key leakage or disclosed due to the insecurity links between MNOs, respectively. The security of the key KAMF is important since all other kinds of session keys are derived from it. There are several solutions available to address these issues.  These solutions have to be compared because they have their own pros and cons.  To choose the best solution from these solutions, some reasonable proposals tailored to the 5G system need to be put forward. 
In the following detailed proposal, first security threats to the key KAMF are analysed. Then the solutions are compared in terms of their functionalities, and in the meanwhile, the proposals to determine the best solution used for 5Gsystem are presented.
4	Analysis and proposal
4.1 Ssecurity threats
The EPS-AKA protocol is the established authentication and key management process used for LTE network as no obvious weakness has been found till now. But the security assumptions pertaining to the EPS-AKA protocol have come into question in the recent years. As a result, an attacker might eavesdrop on the communication without the need to break the EPS-AKA protocol.  The security threats result from the questionable security assumptions are as follows: 
Threat 1:
Long-time key leakage: The EPS-AKA protocol performs the mutual authentication between a UE and the network and derives the session key relying on the security assumption that the long-term key K stored in the USIM is never disclosed to anyone except the network operator.  However, the report [3] shows that such assumption is not always true since the long-term key K might be compromised at manufacture stage of a USIM card. Consequently, a passive attacker could wiretap the communication using the session key derived from the key K and messages exchanged between a UE and the network. The long-time key leakage has been recognized as a key issue in 5.2.3.2 of TR 33.899. 
Threat 2:
Insecurity of links among MNOs: The intermediate key KASME is computed in HSS of the home network in LTE. They are delivered to the serving node of the visited network using SS7/Diameter messages over links between MNOs.  The EPS-AKA protocol assumes that the links between MNOs are secure.  However, the attacks on SS7 links between MNOs demonstrate that such assumption is questionable [4]. As a result, an attacker could intercept the communication in the visited network using the key KASME acquired from the links between MNOs. Insecurity of links between MNOs is marked as a key issue in 5.3.3.1 of TR 33.899.
AKA based protocols, 5G-AKA and EAP-AKA′, have been chosen for the primary authentication in the 5G system.  5G-AKA and EAP-AKA′ protocol still suffer from the security threats demonstrated in the LTE since their security assumptions are the same as these of EPS-AKA.
Passive listening attacks can be launched in the case of long-term key leakage or insecure links among MNOs.  The cost of launching passive listening attack is low since only radio receiving unit and computation unit are required. Signal transmission is unnecessary.  Passive listening attack is almost undetectable.
 Passive attacks on the 5G-AKA protocol are shown in the following figure:


Figure 4.1-1, Attacks on the 5G-AKA protocols
As shown in Figure 4.1-1, a passive attacker could intercept the Auth-Req message exchanged between UE and SEAF, and obtains the RAND and AUTN. If the long-term key K is disclosed, the attacker can compute the anchor key KSEAF by using the long-term key K, RAND, and AUTN, and further obtain the key KAMF. Alternatively, an attacker could intercept the 5G-AIA message exchanged between SEAF and AUSF, which contains the authentication vector, i.e. RAND, AUTN, HXRES*, KAUSF.  With the key KAUSF, the attacker can derive the anchor key KSEAF directly and further obtain the key KAMF.  
Passive attacks on the EAP-AKA′protocol are shown in the following figure:


									Figure 4.1-2, attacks on the EAP-AKA′ protocol 
As shown in the figure 4.1-2, a passive attacker could intercept either the Auth-Req message exchanged between UE and SEAF or the 5G-AIA message exchanged between SEAF and AUSF, and acquire the EAP-Request/AKA′-Challenge containing RAND and AUTN.  As a result, the attacker can recover the anchor key KSEAF by using the compromised long-term key K, RAND, and AUTN, and obtain the key KAMF.  Alternatively, an attacker can intercept the last message containing anchor key in the EAP-AKA′ protocol, which is transmitted between SEAF and AUSF. Further the attacker can obtain the key KAMF based on the anchor key KSEAF.
Considering the attacks on the 5G-AKA and EAP-AKA′protocol, the security of the key KAMF should be enhanced. 
4.2 Solutions
There are several solutions to mitigate the attacks on the 5G-AKA and EAP-AKA′ protocol. They share the same idea to enhance the security of the key KAMF by introducing the DH key exchange procedure.  The difference of these solutions is that the DH key exchange procedure is placed between the different pair of entities. Accordingly, the solutions can be divided into three categories as shown in the following figure:


Figure 4.2-1:  Category of the solutions
Category 1: DH procedure between UE and AUSF
The typical solution is the enhanced EAP-AKA’ protocol [5], where the DH key exchange is embedded into the EAP-AKA’ protocol, and the DH public keys are exchanged between UE and AUSF. AUSF sends its DH public key encapsulated in the EAP-Req/AKA′-Challenge message.  UE responds to AUSF with EAP-Resp/AKA′-Challenge message including its DH public key if it has the capability to support the DH key exchange protocol. The DH shared key between UE and AUSF is used as an additional input to compute the extension master session key (EMSK) besides the IK’ and CK’ derived from the long-term key K. The AUSF uses the first 256 bits of EMSK as the KAUSF and then calculates KSEAF from KAUSF.The KSEAF is delivered to the AMF from the AUSF in the clear. Further the key KAMF is derived from the key KSEAF.  The proposed solution can address the long-term key leakage issue as the EMSK is derived from both the long-term key K and DH shared key between UE and AUSF unless the passive attacker can solve the Diffie-Hellman problem. But it cannot mitgate attacks raised by the insecure links among MNOs as the KSEAF is transmitted in the clear between AMF and AUSF.
Category 2: DH procedure between AMF and AUSF
The typical scheme is presented in [6], which is intended to protect sensitive information between MNOs. The DH key exchange takes place between AMF and AUSF. The shared DH key is used to protect the sensitive information between MNOs, such as 5G authentication vector in the 5G-AKA protocol and EMSK in the EAP-AKA′ protocol. The proposed scheme could thwart security threats raised by the insecure links among MNOs but not the security threats raised by the long-term key leakage.
Category 3: DH procedure between UE and AMF
There are three schemes in this category, which are briefly introduced as follows:
(1) Enhanced 5G-AKA [7]: the DH key exchange is embedded into the 5G-AKA protocol and the DH public keys are exchanged between UE and AMF. The AMF sends its DH public key to the UE along with the Auth-Req message if it wishes to establish a new shared DH secret with UE.  The UE responds to the AMF with the Auth-Resp message containing its DH public key if it supports the DH algorithm indicated by the AMF.  The established DH secret KDH is concatenated the old anchor key KSEAF to form the new anchor key KSEAF’. Accordingly the security of the key KAMF is enhanced due to the usage of the new anchor key KSEAF’. The scheme can ensure the security of the key KAMF either in the case of long-term key leakage or in the case of insecure links among MNOs, because the new anchor key KSEAF’ is derived from the old anchor key KSEAF and the shared DH key KDH.  Moreover, the key KSEAF’ is never in clear transmitted between any network entities.
(2) NAS SMC procedure with session key enforcement I [8]: the DH key exchange is embedded into the NAS SMC procedure, and the DH public keys are exchanged between UE and AMF. UE indicates its capabilities of supporting DH key exchange protocol.  The AMF sends its DH public key to the UE using the NAS Security Mode Command message. The UE replies to the AMF with the NAS Security Mode Complete message containing its DH public key. As a result, UE and AMF can compute the shared DH secret KDH independently. Further, the KAMF‘can be derived from the key KAMF and KDH. As a result, the scheme can address all the threats.
(3) NAS SMC procedure with session key enforcement II [9]: this scheme enchances bullet (2) by adding three mode in AMF, i.e. DH usage mode I: New generation of the shared key KDH; DH usage mode II: Reuse of the shared key KDH; DH usage mode III: No application of the shared key KDH. Besides three modes, other aspects is the same as (2). The benefit of this method is that it can adapt the UE’s capabilities and decrease the energy consumption, which is especially useful for IoT scenarios.  

4.3 Questions and Proposals
To determine the best solution used for 5G systems, the following questions are raised and corresponding proposals are put forward.
Question 1: Which solution is the best? The solution can address one of two threats (threat 1or threat 2) only, or the solution can address both threats in one scheme?
Obviously the solution addressing both threats has the advantages over the solution addressing one of two threats.  As shown in above section, solutions in category 1 can prevent threat 1 only, and solutions in category 2 can merely deal with threat 2.  To address both threats, a solution in category 1 has to be combined with the solution in category 2. This means that DH key exchange has to run two times to achieve the goal. In contrast, solutions in category 3 need only one run of DH key exchange to thwart both threats.
Note: If the security measures to protect the transmission between MNOs have been deployed, such as the transmission protection between IPXs, the solution in category 1 also needs just one run of DH key exchange to prevent both threats.  However, it is not trivial to implement such security measures in practice because a bridge CA or a cross-certificate CA is usually needed during the key negotiation between MNOs. The experience of NDS/IP has given us a lesson that it is hard (or almost impossible) to establish a bridge CA or a cross-certificate CA among MNOs. There is no trusted authority that will like to establish a bridge CA among MNOs with fear to take the responsibility in the case of failure of the bridge CA. It is too complex to sign cross-certificates among MNOs as there are about 625 mobile network operators.   
Proposal 1: Solutions in category 3 should be chosen for 5G system.

Question 2:  The DH key exchange should be embedded in the authentication protocol or in the NAS SMC procedure?
The framework of the registration procedure in 5G is shown the following figure:


Figure 4.3-1 Framework of registration procedure
As shown in Figure 4.3-1, the rough registration procedure is as follows: UE initiates the authentication procedure, and then UDM/ARPF chooses the authentication method based on the subscription data and the access network type. With the chosen authentication method (5G AKA, or EAP-AKA′), UE and the network authenticate each other; after that the network initiates the NAS SMC procedure to establish the NAS security context.  If the DH key exchange is embedded into the authentication protocol, each kind of authentication protocols has to be modified accordingly. Obviously this is not a general solution, especially if the new authentication protocol is added in the future. In contrast, the well established authentication protocols can keep unchanged if the DH key exchange is embedded into the NAS SMC procedure. This is a general approach as the security of the key KAMF can be enhanced no matter what kind of authentication protocol is applied. The other benefit of this approach is that MNOs can trigger the DH procedure to update the key KAMF anytime.
Proposal 2: the DH key exchange is embedded into the NAS SMC procedure

Question 3: the DH key exchange should be supported and mandatory to use or it should be supported and optional to use?  
The DH key exchange should be supported and optional to use. There are two reasons for this.  First some users are security insensitive, and they don’t care whether their communications are eavesdropped or not; second some IoT devices are unable to perform the DH key exchange due to the constrained resource. 
Proposal 3: the DH key exchange should be supported and optional to use. 

Question 4: Whether should the shared DH key KDH be able to be reused?
The shared DH key KDH should be able to be reused.  Some IoT devices are able to carry out the DH key exchange but it cannot afford the DH key exchange for each authentication run as they might be required a long time working cycle (e.g. 10 years) with the limited battery capability.  The reuse of the shared DH key KDH not only significantly decrease the computational burden but also greatly reduce the bandwidth consumption in the IoT devices. As a result, the energy consumption in IoT devices can be significantly decreased if the shared DH key KDH is reused. 
Proposal 4: the shared DH key KDH should be able to be reused.

Question 5: Does the network side or UE side decide whether the DH key exchange is used or not?
Like the algorithm negotiation in NAS SMC procedure, the network side shall decide whether the DH key exchange is used or not.  In this way, the network side can check whether UE’s requirements regarding DH key exchange complies with the user profile stored in the database, and block the compromised DH parameters (e.g. some cryptography insecure ECC curves) to be used. 
Proposal 5: the network side shall decide whether the DH key exchange is used or not.

4.3 Summary
We can conclude that the DH key exchange used in 5G system to mitigate the threats raised by the long-term key leakage and insecure links among MNOs should obey the following proposals:
Proposal 1: Solutions in category 3 should be chosen for 5G system.
Proposal 2: the DH key exchange is embedded into the NAS SMC procedure.
Proposal 3: the DH key exchange should be supported and optional to use.  
Proposal 4: the shared DH key KDH should be able to be reused.
Proposal 5: the network side shall decide whether the DH key exchange is used or not.

5    Relationship with LTKUP
The long-term key update (LTKUP) study item aims to reduce the impact of long-term key leakage by refreshing the long-term key.  There is no conflict between the DH key exchange schemes introduced in this draft and LTKUP.  In contrast, they reinforce each other. Even if the refreshment of long-term key is successful, later the updated long-term key may also be compromised. Thus there exists a gap between the time point of long-term key leakage and the time point of updating the long term key. As a complementary solution, DH key exchange schemes can always prevent the attacker from obtaining the key KAMF.   
Moreover, it is almost impossible for some MNOs to update the long-term key because they lack an effective measure (or platform) for this purpose, such as OTA. In this case, they have to implement the DH key exchange schme in the 5G system.
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