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1
Decision/action requested

It is proposed to approve the changes in clauses 5.1.3.1, 5.2.3.1 and 5.3.3.1 for inclusion in TS 33.501.
2
References

[1]
TS 33.501 v0.6.0 Security Architecture and Procedures for 5G System.
3
Rationale

In clause 5.1.3.1, 5.2.3.1 and 5.3.3.1; requirements for integrity protection for the UP, RRC and NAS are defined. Requirements for replay protection are however not defined.
4
Detailed proposal

*************** Start of Change 1 ****************
5.1.3.1
Requirements on support and usage of integrity protection

The UE shall support integrity protection and replay protection of user data between the UE and the gNB.

The UE shall support integrity protection and replay protection of RRC and NAS-signalling.

The UE shall implement the following integrity protection algorithms:

NIA0, 128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.
The UE may implement the following integrity protection algorithm:

128-NIA3 as defined in subclause 5.6.2 of the present document.
Integrity protection of the user data between the UE and the gNB is optional to use. 

NOTE:
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB.
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

Editor's Note: The list of exceptions is FFS.

The UE shall implement NIA0 for integrity protection of NAS and RRC signalling. NIA0 is only allowed for unauthenticated emergency session as specified in clause 10.2.2.
*************** End of Change 1 ****************
*************** Start of Change 2 ****************
5.2.3.1
Requirements on support and usage of integrity protection

The gNB shall support integrity protection and replay protection of user data between the UE and the gNB.

The gNB shall support integrity protection and replay protection of RRC-signalling.

The gNB shall implement the following integrity protection algorithms:

-
NIA0, 128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.
The gNB may implement the following integrity protection algorithm:

-
128-NIA3 as defined in subclause 5.6.2 of the present document.
Integrity protection of the user data between the UE and the gNB is optional to use, and shall not use NIA0..

NOTE: 
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB. NIA0 will add an unnecessary overhead of 32-bits MAC with no security benefits.
Integrity protection of the RRC-signalling and NAS-signalling is mandatory to use, except in the following cases:

Editor's Note: The list of exceptions is FFS.

Editor's note: Whether using NIA0 for DRB integrity protection in 5GS continues to introduce an over-the-air overhead of 32-bits MAC of zeros depends on RAN2 decision and feedback.
Implementation of NIA0 in gNB is optional, NIA0, if implemented, shall be disabled in gNB in the deployments where support of unauthenticated emergency session is not a regulatory requirement.
*************** End of Change 2 ****************
*************** Start of Change 3 ****************
5.3.3.1
Requirements on support of integrity protection

The AMF shall support integrity protection and replay protection of NAS-signalling.

The AMF shall support the following integrity protection algorithms:

-
128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.
The AMF may support the following integrity protection algorithm:

-
128-NIA3 as defined in subclause 5.6.2 of the present document.
Integrity protection of the user data between the UE and the gNB is optional to use.

Implementation of NIA0 in AMF is optional, NIA0, if implemented, shall be disabled in AMF in the deployments where support of unauthenticated emergency session is not a regulatory requirement.
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

Editor's Note: The list of exceptions is FFS.

*************** End of Change 3 ****************
