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********************* Start of 1st change *************************
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

CMS
Configuration Management Server

CS
Crypto Session

CSB-ID
Crypto Session Bundle Identifier

CSC
Common Services Core
CSK
Client-Server Key

CSK-ID
Client-Server Key Identifier
DPPK
MCData Payload Protection Key
DPPK-ID
MCData Payload Protection Key Identifier
GMK
Group Master Key

GMK-ID
Group Master Key Identifier

GMS
Group Management Server

GUK-ID
Group User Key Identifier

IdM
Identity Management

IdMS
Identity Management Server
InterSD
Interworking Security Data
JSON
JavaScript Object Notation

JWS
JSON Web Signature

JWT
JSON Web Token

KDF
Key Derivation Function

KFC
Key For Control Signalling

KFC-ID
Key for Floor Control Identifier

KMS
Key Management Server

MBCP
Media Burst Control Protocol
MCData
Mission Critical Data

MCPTT
Mission Critical Push to Talk
MCVideo
Mission Critical Video

MCX
Mission Critical Services

MKFC
Multicast Key for Floor Control

MSCCK
MBMS subchannel control key
MuSiK
Multicast Signalling Key

MKI
Master Key Identifier

OIDC
OpenID Connect

PCK
Private Call Key

PCK-ID
Private Call Key Identifier
PKCE
Proof Key for Code Exchange

PSK
Pre-Shared Key

SPK
SIP Protection Key

SRTCP
Secure Real-Time Transport Control Protocol

SRTP
Secure Real-Time Transport Protocol

SSRC
Synchronization Source

TBCP
Talk Burst Control Protocol
TGK
Traffic Generating Key

TrK
KMS Transport Key

UID
User Identifier for MIKEY-SAKKE (referred to as the 'Identifier' in RFC 6509 [11])

********************* End of 1st change *************************
********************* Start of 2nd change *************************
YY
Key management of end-to-end interworking keys

YY.1
Interworking keys home to non-3GPP system

To support the exchange of end-to-end interworking security data (a.k.a. Key Management Messages) between 3GPP MC UEs and the non-3GPP system when the interworking keys are home to the non-3GPP system, transport of the interworking security data is carried out using an Interworking Security Data (InterSD) message.  An InterSD message may be generated by either the IWF or the 3GPP interworking MC UE.  InterSD messages pass through the 3GPP network (between the IWF and the 3GPP interworking UEs) via a SIP MESSAGE message carrying the non-3GPP security data as a payload.
The InterSD message may be transported between the 3GPP MC UE and the IWF either via the MCPTT server or the MCData server as decided by the 3GPP MC UE.
The formatting and content of non-3GPP security data payloads are defined by the non-3GPP system or the non-3GPP layer of the 3GPP intworking MC UE and are out of scope for this document.  The InterSD message shall support the transfer of non-3GPP security data payloads regardless of the security data payload content, format, or the architecture of the non-3GPP system beyond the IWF.

Elements of an InterSD message:
-
SIP header and addressing: SIP header and routing information based on the 3GPP SIP/IMS architecture.

-     Signalling application parameters: These are the Mission Critical services signalling elements, e.g. KMF ID (IWF), MCPTT Service ID, MCData Service ID, etc. These parameters are confidentiality and integrity protected between the MCX Client, MCX Service server, and between the MCX Service server and the IWF using existing signalling plane security mechanisms (i.e. CSK and SPK).

-
Non-3GPP security data payload: This payload consists of the non-3GPP security data defined by the specific non-3GPP system.   The contents and formatting of the security data are out of scope for this document.  This security data payload shall be confidentiality and integrity protected between the MCX Client, MCX Service server and between the MCX Service server and the IWF using existing signalling plane security mechanisms (i.e. CSK and SPK).
Figure YY.1-1 shows the contents of an InterSD message.
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Figure YY.1-1: InterSD message format
The non-3GPP security data element shown in Figure YY.1-1 shall be the interworking security data payload.  The interworking security data payload is constructed by the non-3GPP layer of the 3GPP interworking MC UE or the non-3GPP system and is out of scope for this document.
Signalling protection may be applied to the InterSD message as defined in clause 9.
The MCData Service ID of the MCData user shall be used as the source identity and an address representing the IWF (e.g. Interworking KeyMgmt ID) shall be used as the target identity when the MCData server is used to route the InterSD message.
The MCPTT Service ID of the MCPTT user shall be used as the source identity and an address representing the IWF (e.g. Interworking KeyMgmt ID) shall be used as the target identity when the MCPTT server is used to route the InterSD message.
********************* End of 2nd change *************************
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