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1
Decision/action requested

Add the text to sections 6 and 8 of the skeleton study item on 256 bit keys
2
References

3
Rationale
This document proposes some initial text, identifying several considerations when introducing 256 bit keys. 

For section 6:

- When introducing 256-bit keys and new algorithms, Authentication Vector, key hierarchy and security parameters for network domain should accommodate 256-bit entropy key usage.

- AV generated from UE and AUSF should have variable lengths.

- KDF in AUSF, AMF and (R)AN should support 256-bit entropy K derivation.

- The negotiation of  UE security capability will have more choices.

- A re-Authentication may happen when128/256bit handling in NG core(may not always happen).

- Network domain security capability should align with Core.

- SUPI protection capability may align with Core.

For section 8:

- A longer MAC-I can meet the collision probability in terms of 5G massive IoT communications.

- The MAC-I should not degrade communication performance much, especially when small data packets transmitted.

4
Detailed proposal
*************** Start of Change 1 ****************
6
Impacted NextGen areas

Editor's Note: This section will contain text on the impacted areas of NextGen that may be impacted by advances in cryptography.

6.a A larger size of K may request an enhanced AV in AUSF

Authentication vector (AV) is generated from long term key, known as K, through authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*.  However, this output of the functions equals to / less than 128 bits, e.g. RES is 64 bit in MILENAGE. This output length degrades the entropy of the K whose entropy would be 128/256bit.

The length of K in 5G is 128/256-bit according to 33.501, the HXRES* and XRES* is 128bit (the least significant bit of SHA-256). This may not fully utilize the entropy of K. 

The length of RAND and TOPC (also derived from RAND) may affect the security capability. The length of RAND and TOPC shoud not be too short, to avoid security capability degradation. The framework for key generation should accommodate the input parameters. The present 1088-bit  input of TUAK (for a security of 256bit entropy, 512 zeros should be reserved in each block) is capable to contain 256-bit K, RAND and TOPC.
Editor’s Note: the length of RAND and TOPC is FFS.
The parameters for AV should all align to meet 256 bit entropy.

Editor’s Note: The key of KDF (HMAC-SHA-256) is 256-bit long. Previously CK and IK are both 128 bits, thus the combination of CK and IK (256 bits, but 128-bit entropy) is used to derive key hierarchy. In case of 256-bit K and new KDF are introduced, e.g., TUAK, we may choose different series of 128 bits as CK and IK, separately, but the combination has a 256-bit entropy. For compatibility of former Releases, we do not see motivation to name the new combination. 

Editor’s Note: The parameter length should be formally evaluated by SAGE.

6.b KDF for key hierarchy in AUSF, AMF and (R)AN

In LTE, the length of keys in the key hierarchy (KSEAF, KAMF, KgNB etc.) is 128bit, whose entropy aligns the 128bit K. The key hierarchy are derived by KDF. It contains HAMC-SHA-256 and truncation. 

To enhance the security level, a 256-bit K, as well as the 256-bit encryption and integrity protection algorithms are introduced. The entropy of key hierarchy SHOULD align 256-bit K, thus the output of KDF should be 256bit. The truncation should be removed in key hierarchy derivation procedures.

Although there is no evidence indicating security problems of HMAC-SHA-256, and it does meet the entropy requirements, an alternated KDF may be considered as a substitute for the possible security risks. However, the substitute should also meet the entropy alignment with 256bit K.
6.c Encryption and integrity protection algorithms and negotiation in (R)AN 

In LTE and 5G R15, the Key length of encryption and integrity protection algorithms (EEAx, EIAx, NEAx and NIAx) are 128bit, with given identifier distinguished by four bit. In SMC procedure, AMF and UE would negotiate the Ciphering algorithm and Integrity algorithm. 

When 256-bit keys and algorithms are introduced, UE and AMF would also negotiate the security capability (128-bit/256-bit).UE sec capabilities and extra identifier values for encryption and integrity protection would be required. 

6.d Various security capability results in re-Authentications when handling between legacy core and NG

Legacy Core would co-exist with 5G Core in a certain period. Users would have the freedom choosing which core is priority. However, EPC and NG Core are in distinct secure domains. Further, NG Core with 128-bit K and 256-bit K might be partition. Thus, when a UE is handling between different secure domains, a re-authentication may be processed. Considering EPC, NG Core (128-bit) and NG Core (256-bit), we list some possible situations below:

(1) Between EPC and NG Core (128/256-bit)

Suggestions: a re-authentication is required. This is because EPC and NG Core are in distinct secure domains. NG secure context should be established independently on NG network elements. 

(2) Between NG Core (128-bit) and NG Core (256-bit)

Since Core handling would always happen in roaming situations, VPLMN would always proceed an authentication when UEs attach to its network.

Things would be complex when security level of HPLMN is lower than VPLMN, e.g., VPLMN only supports 256-bit algorithm but HPLMN only have 128-bit K. In this case, HPLMN should indicate its secure capability in certain interface. VPLMN has to deal with mismatch of K, as well as key hierarchy.

There is still a case left may not always happen. An MNO network may suffer from nature hazard and equipment do not work, or, MNO’s policy control functions forced some UEs to a lower secure capability. If the fall back is launched by PCRF (if it could), a shortcut procedure would be used, as the contexts are still stored in NG Core.

6.e Network Domain Security capability should align with NG Core

 In terms of 5G lifetime, if 256-bit symmetric algorithms are introduced for a secure promotion (to anti quantum computing or the capability of supercomputers), network domain authentication/IPsec might also use comparable secure algorithms. 

6.f SUPI protection in AMF

The goal of stronger algorithms for authentication, ciphering and integrity protection is ensuring high-level secure transmission and the long-term key protection. The SUPI encryption scheme that protects user’s privacy should be activated, e.g., when the user cannot be identified by means of GUTI. SUCI would avoid illegal user tracking or trapping. SUPI protection scheme may also introduce algorithms (DH/encryption/integrity protection) with 256-bit entropy as an optional choice.

When alternative SUCI scheme is provided, AMF shall decide which raw key should be broadcasted. Considering software based 5G Core, it would not be too complex to use higher secure capacity algorithms.

*************** End of Change 1 ****************
*************** Start of Change 2 ****************
8
Assessment of the requirement impact of a longer MAC

Editor's Note: This section will contain the study on whether a longer MAC is appropriate for 5G.  Note that the higher data rates achievable in 5G should be able to accommodate a reasonable MAC-I size increase without suffering significant performance degradation.  It is also to be studied whether an integrity algorithm different from the ones standardized for 5G phase 1 needs to be developed.
8.x Discussions on MAC-I size

MAC is a short piece of information used to authenticate a message, to confirm that the message came from the stated sender and has not been changed. MAC in LTE and 5G can be constructed either by stream cipher or by block cipher (whether a hash function based MAC can be introduced is FFS). For a given length of K, a longer MAC would increase attacking cost, since collision probability would be lower.

Birthday attacking is usually considered to inspect the secure capability for a MAC (for symmetric algorithm, e.g., hash, stream cipher or block cipher). This is reasonable in some 5G communication scenarios. Assume a malicious attacker broadcasts messages to UEs, e.g. massive IoT devices. Its goal is to shut down some of the devices, not specified ones. As encryption is an option in 5G, the messages could be un-ciphered. In terms of PDCP, UEs would generate MAC-I with derived KRRCint, input parameters (e.g., COUNT, BEARER, etc.) and the plain-text messages, and compared it with the received one to verify the source. Attacker can simply generate lots of MAC-I, which may probably match the legal one for some of the UEs. Thus some UEs could not verify the forged message. Calculations are given below.

It is not difficult to calculate the collision probability of an n-bit MAC-I (totally 2^n MAC-I), in case of k choices. The un-collision probability P is
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Define w as the collision probability, thus 
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For various n and w, we can calculate w. The results as shown in Table x.

Table x. Collision probability for various w-n pairs

	
	n=32
	n=48
	n=64
	n=96
	n=128

	w=0.01
	k≈1.0e5
	k≈2.4e6
	k≈6e8
	k≈4.0e13
	k≈2.7e18

	w=0.1
	k≈3.0e5
	k≈7.7e6
	k≈2e9
	k≈1.3e14
	k≈8.5e18

	w=0.5
	k≈7.8e5
	k≈2.0e7
	k≈5e9
	k≈3.3e14
	k≈2.2e19


Considering the large amount of IoT devices (millions of connections per km2), if n is small, e.g., n=32/48, UE will suffer from serious MAC-I collisions. However, a 128/96-bit n will achieve extreme low collision probability, but will result in highly performance degradation, especially when mall data packets transmitted. A 64bit MAC-I would be an appropriate length.
Editor’s Note: the length of MAC-I should considering the communication efficiency. 
*************** End of Change 2 ****************
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