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***** First Change *****
4.1.2
Use of tools in testing 


The following text shall apply to all test cases described in the present document: 

The present document takes into account that the landscape of testing tools evolves more rapidly than SCAS specifications. It is therefore allowed that, for each requirement, the actual test carried out may deviate from the stepwise description of the test case in the present document if the following conditions are fulfilled: 

(1) The test is carried out by preferably using Commercial-of-the-Shelf (COTS) and Free-Open-Source-Software (FOSS) tools that are available for other testers that may want to repeat the test. In case a tool not in any of these two categories is used then evidence of the quality assurance of the tool needs to be provided. This applies only to tools used to perform the actual test and not supportive tools needed for setting up the testing environment like for example traffic generators/ simulators.
Note: In cases where a test lab is not able to obtain the necessary tools to perform the test then vendor proprietary test tools may be used by the test lab as long the test tool is controlled under a suitable quality management system (QMS). The test lab ensures that this QMS is in place in order to avail of a vendor’s test tool.
Additionally in cases where the accredited test lab does not have the necessary test environment to perform a test then it is possible for the accredited test lab personnel to perform the test in a vendors test lab. In such cases the accredited lab should record details of test environment, test set-up used and how the test was performed.
(2)
 The tester provides evidence, e.g. by referring to the documentation of the tool, that the tool is suitable to verify the requirement, and the scope of testing is equal or larger to the one of the test case described in the present document. The evidence needs to be sufficiently detailed for experts in the field of testing, not for the general public. 

(3)
 The tester provides evidence that the tool has been actually used for testing the network product (e.g. by providing a trace).

***** Next Change *****
4.2 Security functional requirements and related test cases

4.2.1
Introduction
Editor’s Note: It is FFS on how details should be added to the SCAS to indicate whether requirements and associated test cases are applicable to all units or boards within a Network Product.
The present clause describes the security functional requirements and the corresponding test cases, independent of a specific network product class. In particular the proposed security requirements are classified in two groups: 

-
Security functional requirements deriving from 3GPP specifications and detailed in clause 4.2.2

-
General security functional requirements which include requirements not already addressed in the 3GPP specifications but whose support is also important to ensure a network product conforms to a common security baseline detailed in clasue 4.2.3.
***** Next Change *****
4.2.3.2.2
Protecting data and information – Confidential System Internal Data

Requirement Name: Unauthorized Viewing

Requirement Description: When the system is not in maintenance mode, there shall be no system function that reveals confidential system internal data in the clear to users and administrators. Such functions could be, for example, local or remote OAM CLI or GUI, logging messages, alarms, configuration file exports etc. Confidential system internal data contains authentication data (i.e. PINs, cryptographic keys, passwords, cookies) as well as system internal data that is not required for systems administration and could be of advantage to attackers (i.e. stack traces in error messages).

Security Objective references: tba.
Test case: 

Test Name: TC_CONFIDENTIAL_SYSTEM_INTERNAL_DATA

Purpose:

Verify that no system function reveals sensitive data in the clear 
Procedure and execution steps:

Pre-Condition:

The vendor shall provide documentation describing how confidential system internal information that could possibly be revealed in clear-text is handled by system functions.
A list of all system functions in the network product, information on how to enable and execute them should be provided as a part of the vendor's documentation. A system function is every function implemented in the network product needed by the services/functionalities provided by the network product itself.
***** Next Change *****
4.2.4.1.1.3
Handling of IP options and extensions

Requirement Name: IP packets with unnecessary options or extension headers shall not be processed.

Requirement Description: 

IP packets with unnecessary options or extension headers shall not be processed. IP options and extension headers (e.g. source routing) are only required in exceptional cases. So, all packets with enabled IP options or extension headers shall be filtered.

Test Case: 

The test for this requirement can be carried out using a suitable tool or manually by performing the steps described below. If a tool is used then the tester needs to provide evidence, e.g. by referring to the documentation of the tool, that the tool actually provides functionality equivalent to the steps described below. 

Test Name: TC_HANDLING-IP-OPTIONS-AND-EXTENSIONS

Purpose: To verify that the network product provides functionality to filter out IP packets with unnecessary options or extension headers.

Procedure and execution steps:

Pre-Conditions:

-
The manufacturer declares in the documentation accompanying the network product at least the following information: 

-
The support of filtering capability for IP packets with unnecessary options or extensions headers.

-
The actions performed by the network product when an IP packet with unnecessary options or extensions headers is received (e.g. the packet is dropped, the options or extensions are ignored and the packet is treated as if it has no IP options, etc.) .

-
Guidelines on how to enable and configure this filtering capability.

-
The network product has at least one physical interface named if1 supporting both IPv4 and IPv6. If network product does not support IPv6 then IPv6 related steps and checks can be skipped).
-
A network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product is available .

-
The tester has administrative privileges.

-
A tester machine is available with a tool able to send IPv4 packets with the IP Options and IPv6 packets (if supported by network product) with Extension Header set (e.g. Scapy).

Execution Steps

1.
The tester logs in the network product.

2.
The tester configures on the network product a filtering rule to drop all IP packets containing an IP Option set

a)
The tester establishes an O&M session on if1 interface

b)
Using the tool (e.g. Scapy) the tester sends from the tester machine an IPv4 TCP SYN packet with destination port 22 to if1 interface without setting any IP Options

c)
Using the network traffic analyser, the tester verifies that the IP packet is received by the network product and the tester verifies that the corresponding ACK message is sent back.

d)
Using the tool (e.g. Scapy) the tester sends an IPv4 TCP SYN packet with destination port 22 and an IP Option set to the if1 interface 

e)
Using the network traffic analyser, the tester verifies that the IP packet is received by the network product but no ACK message is sent back. This confirm the packet is dropped as expected from the filtering rule.

3.
The tester configures on the network product a filtering rule to drop all incoming packets based on specific Extension Header Types, e.g. packets with the Routing Header extension. Step 3 can be skipped if the network product does not support IPv6. 

a)
Using the tool (e.g. Scapy) the tester sends from the tester machine an IPv6 TCP SYN packet with destination port 22 to if1 interface without setting any extension header

b)
Using the network traffic analyser, the tester verifies that the IP packet is received by the network product and the tester verifies that the corresponding ACK message is sent back.

c)
Using the tool (e.g. Scapy) the tester sends an IPv6 TCP SYN packet with destination port 22 and an extension header set to the if1 interface 

d)
Using the network traffic analyser, the tester verifies that the IP packet is received by the network product but no ACK message is sent back. This confirm the packet is dropped as expected from the filtering rule.

Expected Results:

The network product discards IPv4 packets with unnecessary options or IPv6 packets (assuming the network product supports IPv6) with extension header.

Expected format of evidence:

A testing report provided by the testing agency which will consist of the following information:

-
Used tools and their configurations

-
Settings and configurations used

-
Pcap trace

-
Screenshot

-
Test result (Passed or not)

***** Next Change *****
4.3.3.1.5
Protection from buffer overflows

Requirement Name: Protection mechanisms against buffer overflows

Requirement Description: 

The system shall support mechanisms for buffer overflow protection. Documentation which describes these buffer overflow mechanisms and also how to check that they have been enabled and/or implemented shall be provided. 

Note: 
These checks will constitute the test case.

Implementation examples:

Solaris®: Set the following lines in the /etc/system file

set noexec_user_stack=1

Linux®: Set the following lines in the file /etc/sysctl.conf

kernel.exec-shield = 1 

kernel.randomize_va_space = 1

Windows®: follow vendor configuration guidelines (e.g. https://support.microsoft.com/en-us/kb/889741)
NOTE:
Solaris®, Linux® and Windows® are examples of suitable products available commercially. This information is given for the convenience of users of the present document and does not constitute an endorsement by 3GPP of these products.
Test Case: 

Test Name: TC_PROTECTION_FROM_BUFFER_OVERFLOW

Purpose:

To ensure that the system supports mechanisms that protect against buffer overflow. 
Procedure and execution steps:

Pre-Conditions:

1. A document which provides a detailed technical description of the system's buffer overflow protection mechanisms.
Note: If a standard buffer overflow mechanism from a 3rd party vendor is used then a reference to the standard feature in the 3rd party vendors documentation should be provided.
2.
Test results from a test execution phase of buffer overflow protection mechanism testing.

***** Next Change *****
4.4.3
Vulnerability scanning

Requirement Name: Vulnerability scanning
Requirement Description: 
The purpose of vulnerability scanning is to ensure that there no known vulnerabilities (or that relevant vulnerabilities are identified and remediation plans in place to mitigate them) on the Network Product, both in the OS and in the applications installed, that can be detected by means of automatic testing tools via the Internet Protocol enabled network interfaces.
Vulnerability scanning tools may also report false positives and they shall be investigated and documented in the test report.
The test for this requirement can be carried out using a suitable tool or manually performed as described below. If a tool is used then the tester needs to provide evidence, e.g. by referring to the documentation of the tool, that the tool actually provides functionality equivalent to the steps described below.
Security Objective references: TBA
Test case: 
Test Name: TC_BVT_VULNERABILITY_SCANNING

Purpose:

The purpose of vulnerability scanning is to ensure that there no known vulnerabilities (or that relevant vulnerabilities are identified and remediation plans in place to mitigate them) on the Network Product that can be detected by means of automatic testing tools via the Internet Protocol enabled network interfaces.

Procedure and execution steps:

Pre-Conditions:

A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:

-
all interfaces providing IP-based protocols;

-
the available transport layer protocols on these interfaces;

-
their open ports and associated services;

-
and a free-form description of their purposes.

NOTE 1: 
This list is to be validated as part of the BVT port scanning activity.

.

The used vulnerability scanning tool shall be capable to detect known vulnerabilities on common services. The used vulnerability information shall be reasonably recent at the time of testing.

Execution Steps

The accredited evaluator's test lab is required to execute the following steps:

1.
Execution of the suitable vulnerability scanning tool against all interfaces providing IP-based protocols of the Network Product.

2.
Evaluation of the results based on their severity.

Expected Results:

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and shall be part of the testing documentation.

The discovered vulnerabilities (including source, example CVE ID), together with a rating of their severity, shall be highlighted in the testing documentation.
NOTE 1: COTS Vulnerability scanners, by their nature, (e.g. depending on how they are configured) may result in false findings/positives. The tool’s documentation may even mention that the failing test shall be repeated to check whether it is really a recurring problem or not. The tester shall make best effort to determine if there is an issue with NE or the test tool and if necessary, work with the vendor of the network product to come to a consensus on the test result outcome.
NOTE 2: 
This testing documentation is input to the vulnerability mitigation process (that may include patching). This is part of the product lifecycle management process developed by GSMA SECAG.

Expected format of evidence:

 Output of BVT tool.
***** Next Change *****
4.4.4
Robustness and fuzz testing 

Requirement Name: Robustness and fuzz testing
Requirement Reference: 4.2.6.2.2. – Interface Robustness requirements

Requirement Description:
 It shall be ensured that externally reachable services are reasonably robust when receiving unexpected input
Security Objective references: TBA.
Test case: 
Test Name: TC_BVT_ROBUSTNESS AND FUZZ TESTING

Purpose:

To verify that the network product provides externally reachable services which are robust against unexpected input. The target of this test are the protocol stacks (e.g. diameter stack) rather than the applications (e.g. web app).

Procedure and execution steps:

Pre-Conditions:

-
The tester has the privileges to log in the network product and to access to the all system resources (e.g. log files)

-
A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:

-
all interfaces providing IP-based protocols;

-
the available transport layer protocols on these interfaces;

-
their open ports and associated services;

-
and a free-form description of their purposes.

NOTE: 
This list is to be validated as part of the BVT port scanning activity.

-
The robustness and fuzzing tools that are selected for this test shall utilize state-of-the-art technology to identify input which causes the Network Product to behave in an unspecified, undocumented, or unexpected manner.

-
Fuzz testing tools are a highly sophisticated technology and adaptation to the individual protocols in question is needed to be effective. Therefore, there is a lack of available effective fuzz testing tools available especially for protocols proprietary to the Telco industry. Taking into account note 4 of TR 33.916's clause 7.2.4, test labs shall acquire fuzz testing tools for those protocols where commercially feasible.

-
It needs to be taken into account that fuzz testing tools might show drastic differences in terms of effectiveness. The accredited test lab is expected to have sufficient expertise to recognize the level of effectiveness of the available tools.

-
A network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product and on a tester machine is available.

Execution Steps

The accredited evaluator's test lab is required to execute the following steps:

1.
Execution of available effective fuzzing tools against the protocols available via interfaces providing IP-based protocols of the Network Product for an amount of time reasonable long enough to be effective.

2.
Execution of available effective robustness test tools against the protocols available via interfaces providing IP-based protocols of the Network Product for an amount of time reasonable long enough to be effective.

3.
For both step 1 and 2:

a.
Using a network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product, the tester verifies that the packets are correctly processed by the network product. 

b.
The testers verifies that the network product and any running network service does not crash. 

Expected Results:

A list of all of the protocols of the network product reachable externally on an IP-based interface, together with an indication whether an effective available robustness and fuzz testing tools have been used against them shall be part of the testing documentation. If no tool can be acquired for a protocol, a free form statement should explain why not.

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and shall be part of the testing documentation.

Any input causing unspecified, undocumented, or unexpected behaviour, and a description of this behaviour shall be highlighted in the testing documentation.
Note: COTS fuzzing tools, by their nature, may have an acceptable failure rate (e.g. 0.1%) due to different non-deterministic variables in their implementation. At some point the tool’s documentation may even mention that the failing test shall be repeated to check whether it is really a recurring problem or not. The tester shall make best effort to determine if there is an issue with NE or the test tool and if necessary, work with the vendor of the network product to come to a consensus on the test result outcome.
Expected format of evidence:

A testing report provided by the testing agency which will consist of the following information:

-
The used tool(s) name and version information,

-
Settings and configurations used

-    The output log file of the chosen tool that displays the results (passed/failed).
-
Screenshot

-
Test result (Passed or not)

-
Log/evidence tracing possible crashes

-
Any input causing unspecified, undocumented, or unexpected behaviour

***** End of Changes *****
