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1
Decision/action requested
It is proposed to accept the pCR.
2
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3
Rationale
This contribution contains a proposed pCR for integrity protection activation of User Plane. This proposal builds upon offline discussion result paper S3-173511which is agreed at SA3#89 and TS33.501 v060.

InSA3#89, some agreements have been achieved for UP integrity protection. A consistent conclusion is agreed that UP integrity is activated per DRB. This allows UP integrity to be activated for one DRB while not activated for another DRB. But some other issues still need to be resolved:
1) How UP security policy is communicated to gNB.

2) How conflict between RAN and CN is handled.
In order to resolve those two issues, a proposal is provide in this contribution.

In subcluause 5.7.1.1of TS 23.501, it is specified that:
The 5G QoS model is based on QoS Flows. ….The QoS Flow is the finest granularity of QoS differentiation in the PDU Session. A QoS Flow ID (QFI) is used to identify a QoS Flow in the 5G System. User Plane traffic with the same QFI within a PDU Session receives the same traffic forwarding treatment (e.g. scheduling, admission threshold). The QFI is carried in an encapsulation header on N3 (and N9) i.e. without any changes to the e2e packet header. QFI shall be used for all PDU Session Types. The QFI shall be unique within a PDU Session. The QFI may be dynamically assigned or may be equal to the 5QI (see clause 5.7.2.1).
Based on the above states, the following conclusion can be reached: 
In 5G, the QoS control is based on per QoS Flow. For the first issue, the security policy of PDU session should also be per-Qos Flow based. Then 5G CN can forward the user plane integrity protection indication along with the Qos parameters to the 5G-RAN.
In clause 12 of TS 38.300, it is specified that:
At Access Stratum level, the data radio bearer (DRB) defines the packet treatment on the radio interface (Uu). A DRB serves packets with the same packet forwarding treatment. Separate DRBs may be established for QoS flows requiring different packet forwarding treatment. In the downlink, the NG-RAN maps QoS Flows to DRBs based on NG-U marking (QFI) and the associated QoS profiles.
Based on the above states, the following conclusion can be reached: 
It is up to gNB how to map multiple QoS flows to a DRB within each PDU session. For the second issue, the conflict between the RAN and the CN mainly refers to that NG-RAN may not activate user plane integrity protection  after receiving the CN's decision indication on user plane integrity protection for the sake of overload and computational efficiency. This situation mainly occurs in user plane integrity protection activation per-PDU based scenarios. If the granularity of the user plane integrity protection indication is per-Qos based, this conflict can be maximized to avoid, as the gNB can control the establishment of DRB with integrity protection based on its capability.
Based on the above analysis, the following proposal is provided as follows: 
As is shown in Fugure1: 

An indication for user plane integrity protection activation is send to the gNB via the N2/N11 message. The gNB shall establish the DRB with integrity protection based on this indication received from 5GC. The indication for UP security policy shall be based on per-Qos Flow.
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Figure 1 Transmission of UP integrity protection activation indication
4
Detailed proposal
It is proposed to approve the following pCR to TS 33.501 [1]. 
***************************start of changes *************************************
6.6.2
UP integrity mechanisms

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.3.2, which is about UP integrity mechanisms.

The PDCP protocol, as specified in TS 38.323 [23] between the UE and the 5G-RAN, shall be responsible for user plane data integrity protection.

The use and mode of operation of the 128-bit 5G-IA algorithms are specified in Annex B.

The input parameters to the 128-bit 5G-IA algorithms as described in Annex B are, the message packet, a 128-bit integrity key KUPint as KEY, a 5-bit bearer identity BEARER which value is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION, and a bearer specific, and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

If the gNB or the UE receives a PDCP PDU which fails integrity check with faulty or missing MAC-I after the start of integrity protection, the PDU shall be discarded.
In order to ensure transmission efficiency and to avoid conflict between 5G-RAN and CN, the gNB shall establish the DRB with integrity protection based on an indication received from 5GC. This indication for UP security policy shall be based on per-Qos Flow.

***************************end of changes *************************************
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