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1
Decision/action requested

It is requested to accept this pCR to be included in the living document S3-173482
2
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Rationale

This pCR proposes a key issue to be included in the living document S3-173482 [1].
In [2], it is stated that:

Sending of this list from the HPLMN to the UE is not often. It typically happens at switch on or recovery from lack of coverage in the VPLMN. Hence normally this list can be sent to the UE during the registration process. 

So this key issue focuses on the scenario of sending the Network Steering information during the registration process.

Further, the SA1 requirements clearly metion the need to steer the UE during the registration process. Excrept from TS 22.011, clause 3.2.2.8:

3.2.2.8
Steering Of Roaming

Steering to a specific VPLMN

It shall be possible for the HPLMN at any time to direct a UE, that is in automatic mode, to search for a specific VPLMN and, if it is available, move to that VPLMN as soon as possible. This VPLMN shall then be regarded as the highest priority VPLMN as defined by the operator, though any EHPLMN or PLMN on the User Controlled PLMN list shall have higher priority. This process shall be done transparently and without inconvenience to the user. 

If the UE is in manual mode, the steering request shall be ignored.

If the UE is registered on a VPLMN that is present on the User Controlled PLMN List, the steering request shall be ignored. PLMNs contained on the User Controlled PLMN List shall have priority over the steered-to-PLMN.

The UE shall attempt to register on the specified VPLMN even if the specified VPLMN is present on a Forbidden List. 

This mechanism shall be available to the HPLMN even if the VPLMN the UE is registered on is compliant to an earlier release of the 3GPP specifications.
VPLMN Redirection

It shall be possible for the HPLMN to request a UE, that is in automatic mode, to find and register on a different VPLMN from the one it is currently using or trying to register on, if another VPLMN, that is not in a Forbidden List, is available. The original VPLMN shall then be treated as the lowest priority VPLMN and would not be selected by the UE unless it is the only one available to the UE or has been selected in manual mode. This process shall be done transparently and without inconvenience to the user.

If the UE is in manual mode, the redirection request shall be ignored. 

If the UE is registered on a VPLMN that is present on the User Controlled PLMN List, the redirection request shall be ignored.

This mechanism shall be available to the HPLMN even if the VPLMN the UE is registered on is compliant to an earlier release of the 3GPP specifications.
4
Detailed proposal

***** Start of Change *****
3. Key Issues
Editor’s Note: This clause will capture the key issues with potential security requirements

3.1.  Key Issue #x: Alteration or removal of Network Steering information by VPLMN
3.1.1. Key issue details
When the UE initiates registration to a VPLMN, the HPLMN may want to steer the UE to another VPLMN. The HPLMN sends the Network Steering information to the UE via the VPLMN. As the VPLMN may not be in the list of Network Steering information, the VPLMN may alter the information, or remove the information to prevent the UE to change registration to another VPLMN.
3.1.2. Security threats
The VPLMN may alter, remove, or block the Network Steering information sent to the UE by HPLMN.
3.1.3. Potential Security requirements

The UE shall have means to detect whether the Network Steering information sent by the HPLMN has been altered.
The UE shall have means to detect whether the Network Steering information sent by the HPLMN has been removed.
***** End of Change *****
