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Decision/action requested

This document proposes to modify security requirements for service request, response and authorization in TS 33.501.
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Rationale

A Control Plane Network function (NF) within the 5G Core network may expose its capabilities as services via its service-based interface, which can be re-used by other Control Plane CN NFs. A consumer NF will access services of producer NF after discovering the capabilities of service producer Network Function. The service request is used by consumer NF to access the services of the producer NF.

When security protection is not used for Service Request/response, a rouge NF can send a service request to valid NFs. Service response can be altered by MITM to modify the actual result of the service request.  This will lead NF service requestor to assume invalid service availability state.
TS33.501 [1], clause 5.7.3.2, lacks specific and precise requirements to prevent aforementioned security threats when service request and response are used without protection.  Therefore, the requirements need to be updated and clarified 
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Detailed proposal
**********************************Start of Changes************************************************
5.7.3.2
Security Requirements for service registration, discovery, and authorization

Editor’s Note: This content addresses needs to be studied the security requirements for service registration, discovery and authorization

-
NF Service Based discovery and registration shall support confidentiality, integrity, and replay protection.

-
NRF shall be able to ensure that NF Discovery and registration requests are authorized.

-
NF service based discovery and registration shall be able to hide the topology of the available  / supported NF’s in one administrative/trust domain from entities in different trust/administrative domains (e.g., between NFs in visited and the home networks.)
-
NF Service Request and Response procedure shall support mutual authentication between NF consumer and NF producer.



**********************************End of Changes************************************************

