3GPP TSG SA WG3 (Security) Meeting #90
S3- 180359
22 – 26 January 2018, Gothenburg, Sweden 
Source:
Intel Corporation
Title:

Adding an editor's note on NF Service Register Request Procedure
Document for:
Approval

Agenda Item:
7.2.13.4
1
Decision/action requested

It is requested to approve this pCR for TS.
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Rationale

A Control Plane Network function (NF) within the 5G Core network may expose its capabilities as services via its service-based interface, which can be re-used by other Control Plane CN NFs. The NF register function allows NF to send NF profile to NRF. The NF repository function (NRF) maintains the NF profile of available NF instances and their supported services.

Furthermore, we have following security requirements in TS 33.501[1].

“

-
NF Service Based discovery and registration shall support confidentiality, integrity, and replay protection.

-
NRF shall be able to ensure that NF Discovery and registration requests are authorized.

-
NF service based discover and registration shall be able to hide the topology of the available  / supported NF’s in one administrative/trust domain from entities in different trust/administrative domains (e.g., between NFs in visited and the home networks.)

”

This pCR provides a solution to NF Service registration. 

4
Detailed proposal
**********************************Start of Changes************************************************
7.1.3.4.X
NF service registration process
Editor’s Note: This content addresses the security of NF service registration.
Editor’s Note: NF Service Registration authentication shall be based on public key/certificates, however specific solution is FFS. 
**********************************End of Changes************************************************

