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1. Overall Description:

SA3 thanks SA1 for their LS on clarification on Restricted Operator Services.
SA3 discussed potential security impact of RLOS services over LTE and would like to inform SA1 and SA2 that RLOS has the potential to disrupt security even for users that don't intend to use RLOS unless appropriate procedures are in place.
SA3 would like to reiterate the request to SA1 and SA2 to allow enough time for SA3 to study the security impact and possible security solutions for the complete service. 
SA3 would like to give some first, preliminary feedback on the questions posed in the LS. 

· Whether it can be assumed that an UE (authenticated or unauthenticated) is always aware that its request is for a Restricted Local Operator Service, hence the UE shall indicate it to the network.

SA3 response:

SA3 believes that, as the RLOS service is unprotected at the 3GPP level, a UE that does not wish to use the RLOS service explicitly should not be able to access the RLOS service as this would result in a bidding down attack and an unexpected loss of privacy for that user.  Therefore SA3 agrees with SA1 that the UE shall pass an explicit indicator to the network for the use of RLOS before access to RLOS is granted.

· Whether it can be assumed that authentication is always skipped for UEs attaching for RLOS services (even for a roaming UE in a forbidden VPLMN that have roaming agreements with its HPLMN). If authentication is not skipped and has been performed, which authentication has to be performed (access authentication or IMS authentication or both); either case will require connection with the home network).
SA3 response:

SA3 believes that, as the RLOS service is unprotected at the 3GPP level, only a UE that wishes to use the RLOS service explicitly should be able to access the RLOS service else this would result in bidding down attacks and an unexpected loss of privacy for that user.  SA3 is concerned that a roaming customer who is attached to RLOS without a specific request from the user would have an unexpected loss of privacy and could be subject to tracking, eavesdropping and other threats.

· Whether an unauthenticated UE can be a UICC-less UE and whether an UE can use its IMEI when attaching for Restricted Local Operator Services.
SA3 response:

SA3 points out that as there is currently no security applied, using the IMEI or any permanent identifier of the user or their equipment over this interface could result in the user being easily tracked.  Additionally, as the IMEI identifies the type of handset being used, this may also expose the user to targeted hacking attacks.

2. Actions:

To SA1 and SA2 group.

ACTION: 
SA3 asks SA1 and SA2 groups to take the above information into account.
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