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1
Decision/action requested

It is proposed to endorse the proposals given in this discussion document. If it is endorsed, a corresponding pCR will be provided.
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Rationale

This contribution tries to summarize the email discussion on visibility, that didn't quite conclude, and tries to propose a way forward.

The contributions on visibility submitted to the Reno meeting were left untreated. Rather than simply resubmittiing the pCRs, this contribution tries to get agreement on the proposals. If these are agreed, a pCR to 33.501 will be provided.

While there are many details that may be interesting for the application, such as what type of authentication was run, etc., there is a trade off between utility of the security indication and the extra code introduced into the baseband processing, which in itself may pose the risk of becoming exploited. Therefore only information that would lead to different behaviour by the user or application needs to be indicated
Proposal 0: Only information that would lead to different behaviour by the user or application needs to be indicated.

Because many UEs won't have a screen or a human user monitoring the device and because the screen layout is subject to substantial customization even for UEs with screen, the standardization should specify that security indications can be queried by applications through an API. API design is out of scope of 3GPP, though.
Proposal 1: The security that is used shall be exposed to applications through an API. The API design is out of scope of 3GPP.
Applications may want to activate their own integrity and confidentiality mechanisms if the aplication is not convinced that mechanism that is provided by the network is sufficient. Therefore, the algorithms used for confidentiality and integrity protection need to be indicated to the application.

Proposal 2: Confidentiality and integrity algorithms used shall to be indicated.

Different applications may make use of different bearers. In order for the application to understand what kind of security is being provided, will need information about which bearers it is using as well as which algorithms are applied to which bearers.

Proposal 3: The security indication shall have a per bearer granularity. An application should be able to determine which data bearers its traffic is using. 

4
Detailed proposal

It is proposed to accept Proposals 0, 1, 2, and 3. If these are accepted, a pCR realising Proposal 1-3 will be created.
