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Decision/action requested

SA3 is kindly requested to consider the following remarks when specifying the authorization framework for SBA. 
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Rationale

This document tries to outline advantages and disadvantages of different authorization frameworks in 5G SBA. Since authorization has not been discussed in detail so far, we only provide some high-level aspects of token-based vs. static schemes in order to start a discussion within SA3 what the final SBA solution should look like.
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Detailed proposal

As the 3GPP architecture moves from dedicated point-to-point interfaces towards flexible, RESTful interfaces at all network functions within the mobile core, solid message content authorization for NF communication is key to the system’s security [1]. This issue has already been captured in SA3’s living document on Service Based Architecture in the previous meeting [2]. However, SA3 has not yet decided how to actually implement message authorization in communication between two network functions, be it intra- or inter-PLMN.

One possible solution would be to opt for local, static configuration within each individual Network Function. An operator would most likely provision an authorization rule set during rollout. In 3GPP Release 15, such a rule set may only describe the allowed coomunication on NF-level, e.g. an AMF’s configuration may look like the following:
	Direction
	Remote Network Function
	Policy

	Incoming
	AMF
	ALLOW

	Incoming
	UPF
	DENY

	Outgoing
	SMF
	ALLOW

	…
	…
	…


Considering the narrow time frame that is left for specifying a solution in Release 15, static configurations may seem alluring. However, defining a one-off authorization rule set contradicts one of the core concepts of SBA, which is the flexible definition of new services that may have not been considered to date. If a direct communication becomes necessary between NFs that have not been exchanging messages before, the rule set would have to be updated for each NF involved, rendering this straightforward approach utterly impractical due to its operational overhead.
A preferable solution should instead allow PLMN operators to manage authorization as follows:

1. in centralized entity of the network
2. in a vendor-independent manner, enabling inter-operability within the network
Therefore, SA3 would need to destine a central network function to store all related configuration, e.g. the NRF, and additionally specify how to provision said rules to the individual network functions.
A different approach, proposed in [2], would be to specify a token-based solution, e.g. utilizing the OAuth2.0 framework [3]. This would allow for use of an already well-established mechanism – the de facto industry standard for web service authorization – rather than creating another telco-specific solution. In order to minimize the effort for 5G Phase 1, authorization could still be specified on NF-level only, while opening up a simple way to allow more fine-grained rules in future releases. Detailed authorization aspects on service-level will have to be studied by SA3 during Phase 2, but encorporating them into a system that is already built on token-based authorization would merely require a change of the information elements getting passed around.
The aspects described above show that specifying static configurations for network function authorization in Release 15 may not result in significantly less work than opting for a token-based approach which is more common for RESTful services and already implemented in various software libraries. Both options will require further study and need to be discussed by SA3 in order to ensure any of them in 5G Phase 1.
